/. Crowe

Safekeeping Company
Data in the lol Era

An Article By Amos Law, Executive Director, Risk Advisory




Safekeeping Company Data in the IoT Era

- . n In its Breach Level Index covering cases in the first six months of 2018, digital security firm Gemalto*found that of the
IS your data at "Sk Of belng St0|en H 944 incidents recorded worldwide, the majority of breaches were identity thefts (65%) and perpetrated by malicious
outsiders (56%). The index also showed that Asia Pacific (APAC) accounted for 338 of those incidents, second only to

North America at 559.
The frequency and scale of data breaches have reached unprecedented levels in

recent years — to the extent that there is no need to look far for horror stories. In
October 2017, it was discovered that the personal data of 46 million mobile users
registered in Malaysia had been leaked and put up for sale online.!

Majority of Breaches were ...

More than a year on, and the perpetrators have still not been found, no & ’

reparations have been made, and the trail appears to have gone cold. What

has been unearthed is that the leak may not have been from any of the 12 65% |dentity Thefts 1 56% Malicious Outsiders
telecommunication companies affected, but instead from a subcontractor of the H

regulator -- Malaysian Communications and Multimedia Commission.

Not only did this contractor have access to personal data of practically every
single Malaysian to run a blocking service for deactivated numbers, that Hackers are not only gunning for bigger and more valuable troves of data, but are also taking advantage of countries
service was not even operational at the time the leak was discovered.2 and companies in APAC that are investing in new technologies like 10T, machine learning, and big data without
upgrading cyber security technologies to cater to new exposure outlets.
The data leak also included 81,309 records from the Malaysian Medical
Council, Malaysian Medical Association, and Malaysian Dental Association
-- taking privacy violations to a new level.® .
The Internet of Things (loT)
With the increase of smart devices and Internet of Things (IoT) applications
that blur the lines between personal and work i.e. work phone vs personal
phone, corporations are potentially exposed to malicious hackers on even
more fronts than before.

This is a two-fold problem for many Malaysian
corporates — not only does identity theft open
businesses to legal liability for contravening data
protection and privacy laws that are sweeping the
region, but breaches substantially erode customer
and other stakeholders’ trust.

Cybersecurity Ventures sees digital crime losses
passing US$6 trillion by 2021, double the losses in
2015. Cisco expects these losses to include attacks
against loT devices, of which there will be 26 billion
in 2020 (three times the global population). Many
loT devices have small operating systems, where
security is an afterthought. With cybersecurity,
prevention is infinitely better than cure.®
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In addition to these general strategies, consider investing where necessary in more advanced
protection technologies such as biometrics and anti-ransomware. Above all, always keep 3 steps in
mind:

The Four Measures that go a long way in preventing breaches

1. Encrypt all sensitive data at rest and in motion

2. Securely store and manage all of your encryption keys
Spend your security dollars wisely. Corporations may be spending more year- 3. Control access and authentication of users
on-year on cybersecurity, but these new investments are not going to make a jolt
of difference if they are still predicated on the old-fashioned notion of perimeter
i.e. protecting your hardware via anti-virus and firewalls. Since the traditional
perimeter of the enterprise has been blown up by the cloud, the new perimeter is Which security measure has yvour organization adopted?
the data itself and the users accessing that data. Secure the cloud. ) ’

S5
™ Human errors and poor security practices continue to be a major source of GEN

data breaches. Bolster internal security by training employees on cybersecurity

measures — and not just at the yearly briefing. Create a reporting culture, 5% 5o goeg
and likewise, share and escalate significant breaches to regulators or other

authorities. Where possible, share insights and best practices with industry 7% gox

groups. 33%
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Encryption can render sensitive data unreadable to attackers when enabled.
Gemalto’s first half of 2018 Breach Level Index discovered that only 2.2% of data Title: Cybersecurity measures by APAC organisations

breached globally during the period was encrypted- and thus rendered useless to Source: The State of Cybersecurity in Asia-Pacific 2017 whitepaper®
' hackers (“secure breaches”).

With agile new entrants constantly disrupting industries, corporations must equip themselves with
knowledge, experience and tools that will keep their infrastructure and information safe, as well as
compliant with data and privacy regulations.

Access Management including two (or multi)-factor authentication: Just as online

banking may require your password as well as a one-time pin, so too can multi- Those that do not will be doing so at their own peril.

factor authentication be introduced for apps or platforms. In addition, businesses

should reduce exposure by limiting access to applications or platforms to only

the necessary people.
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