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Learning Objectives 

As a result of attending this Webinar, you should be able to:

• Outline the benefits organizations are receiving through integrated risk 

management, embedded in enabling technologies, and its impact.

• Describe common challenges and solutions when building an integrated risk 

management framework.

• Articulate the interconnected nature of privacy and data protection and its cross-

functional impact on risk management.

• Benchmark your effort to align privacy and data protection with integrated risk 

management efforts against leading practices.
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Polling Question #1 

What role do you play within your organization? 

- Product/ Line of Business 

- Risk Management

- Privacy

- Compliance

- Information Security

- Internal Audit 

- Other 
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Why Integrated Risk 

Management? 
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What is Integrated Risk Management?

Integrated risk management (IRM) is a set of practices and processes supported 

by a risk-aware culture and enabling technologies, that improves decision 

making and performance through an integrated view of how well an organization 

manages its unique set of risks. – Definition from Gartner 

Key phrases that we will highlight as we discuss Privacy’s Role in IRM today… 

1) Integrated View

2) Risk Aware Culture

3) Improves Decision Making & Performance
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Organizations with effective integrated risk management processes across all or many silos have:

✓ Reduced Cost and Complexity

✓ Strong Leadership Support

✓ Strategic Direction / Focus

✓ Informed Decision Making

End in Mind: Integrated Risk Management

Information Technology Information Security Risk Management Privacy Ethics & ComplianceInternal Audit

✓ Authoritative Risk Database

✓ Clear Prioritization 

✓ Positively Impacted Operations

✓ Improved Information Quality

Legal

MARKETING
CUSTOMER 

SERVICE
SALES FINANCE Operations

HUMAN 

RESOURCES
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Challenges without Integrated Risk Management 

▪ Lack of Strategic Vision
✓ Disconnected Leadership 

Support and/or Direction 

✓ Lack of clarity in Executive 

Ownership for Key Decision 

Making

✓ Reduced Resources/funding 

support because of the lack of 

visibility of the value 

✓ Unclear Plan and Prioritization

▪ Increased Complexity
✓ Lack of Shared Risk Taxonomy 

✓ Lack of Holistic Risk Mitigation

✓ Inconsistent Understanding of 

Business Value and Risk

✓ Organizational Silos 

✓ Disjointed and Inefficient 

Decision Making

▪ Decision Making 

Impairment
✓ Incomplete Risk Data Set 

✓ Inconsistent Top-Down Visibility

✓ Misalignment of Measurements

✓ Not Measuring What Matters

✓ Lack of Trending and 

Tolerances

▪ Inefficient Efforts
✓ Recreating Risk Data Across 

Organization

✓ Accumulating Data Without 

Alignment to Plan

✓ Overuse of Point to Point 

Integration
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Polling Question #2 

How does your organization currently manage risk? 

- Owned or embedded in the product teams and advised and challenged by Risk 

and Audit functions

- Siloed – everyone must look out for themselves

- Risk Management’s Responsibility 

- Internal Audit will tell me if I’m out of line 
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Getting Started 
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Integrated Risk Management

Designing and building an Integrated 

Risk Management Program requires 

significant knowledge, effort and 

coordination.

Integrated Risk Management Programs 

must have a harmonization of many 

facets including processes, resources, 

and technology. Many organizations 

have established key elements of an 

integrated risk management program; 

yet, striking an acceptable balance of a 

fully integrated harmonized program can 

be complex and challenging.
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The Road to IRM

Inventory & 

Assessment 

Execution

Maintain & Mature  

Planning & Strategy

Alignment 
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Risk Taxonomy and Measurement

Risk Rating Range

Low < = 3

Moderate > 3 to < = 6

High > 6
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Polling Question #3 

What are the challenges your organization is experiencing (select all that apply)

- Resources

- Top down buy-in

- Defined process

- Tool to support the process
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RISK MANAGEMENT

BUSINESS

UNIT

COMPLIANCE

INTERNAL AUDIT

BUSINESS

UNIT 

BUSINESS

UNIT

PRIVACY

Third Line Of Defense

First Line Of Defense Identify and Manage 

Risks

Assurance Over 

Controls

Ongoing Control 

Monitoring 

CFO CIO CISO

Leadership Strategic Decision 

Making 

ROLE RESPONSIBILITY

BUSINESS HIERARCHY 

MARKETING
CUSTOMER 

SERVICE
SALES FINANCE PRODUCTION

HUMAN 

RESOURCES

Second Line Of Defense

INFORMATION SECURITY

Organizational Alignment
Adapted Chart from the Institute of Internal Auditors*

LEGAL ETC.
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Privacy’s Role 
Crowe Methodology for Privacy & Data Protection Compliance

DATA PROTECTION POLICIES & STANDARDS
(enhanced policies and standards to govern the design of operational changes, in line with risk appetite)

CONSENT, USE & 

LAWFULNESS OF 

PROCESSING

RISK GOVERNANCE

(DP risk appetite and the link to wider Enterprise Risk 

Management framework)

DATA PROTECTION OPERATING MODEL
(DPO/Privacy role; privacy by design; DPIA; line 1 & 2 

responsibilities)

INDIVIDUAL

REQUESTS & RIGHTS

(SAR; RTBF; portability; 

restriction; rectification)

THIRD-PARTY 

MANAGEMENT

(legal docs; DD; oversight, 

4th parties, supplier network)

DATA DEFINITION & MAPPING
(documenting and classifying uses, locations and 

internal/external movements of personal data)

BREACH 

MANAGEMENT & 

NOTIFICATION

DATA RETENTION
(deletion; obfuscation; pseudonymisation)

Accountability & Governance

Determining the organization’s risk appetite 

in relation to data protection, enhancing 

accountability and governance through 

policies and standards.

Information Security & 

Data Retention

Understanding and defining the approach 

to information security and personal data 

retention.

Legal, Processes & Organization

Establishing the legal basis for use, the 

Data Protection Officer/Privacy Officer role, 

handling data subjects’ requests, managing 

third parties, responding to data breaches, 

and implementing the supporting 

organization, process and cultural changes.

INFORMATION SECURITY
(electronic and physical)

DATA GOVERNANCE

(ownership, stewardship and control of personal data 

acquired and processed)

TRAINING AND AWARENESS
(delivery of enhanced DP training to meet needs, 

plus communications and culture change)

Data Definition, Mapping, & Transfer

Understanding, defining and documenting 

the personal data that the organization 

acquires and processes.

CROSS-BORDER DATATRANSFERS
(adequate protections for cross-border transfers)
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Unlocking Insights
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Polling Question #4 

How many different Governance, Risk and Control software applications are being 

used in your organization? 

- One 

- Two to four  

- Five or more 

- None or unknown 



© 2020 Crowe LLP 18

Integrated Risk Management

APPLY RISK

METHODOLOGY

REPORT & 

MONITOR RISK 

TRACK RISK

REMEDIATION

Agile Architecture

Data Inventories

Data Population 

CONNECT ENTERPRISE 

DATA

Continuous Monitoring

Reporting

Market Activity

Risk Frameworks

Risk Identification

Scoring Methodologies

Risk Tracking

Workflows

Extend To Line Of Business

Centralize visibility into data Identify risk and measure impact Mitigate and track risk over time Report to C-Level Executives
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Enabling Integrated Risks

ALIGNMENT OF RISKS FROM MULTIPLE SOURCES

SYSTEM & 

TECHNICAL

MONITORING

INCIDENT, 

ISSUE

& EVENT

REGULATORY 

FEEDS 

Identify vulnerability 

from security 

scanning tool

RISK 

ASSESSMENTS

Assessment on an 

IT system, or 

Vendor risk 

assessment

Create risks based 

on analyzing issues 

and incidents

Receive alerts for 

changes in 

regulations which 

may result in a new 

risk (ex. GDPR, 

CCPA amendments)

BREACH & 

ENFORCEMENT 

Measure yourself 

against the latest 

enforcement 

actions and 

industry breaches.

Self-reported risks 

and issues from 

customers & 

employees

EMPLOYEE &

EXTENDED 

ENTERPRISE
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Quantify and Measure Risk 
CHOOSE YOUR APPROACH TO MEASURING RISK

TransparentConsistent Data Driven Insights 
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Benefits of Dashboard Reporting

Making sense of the noise and 

tell a story to stakeholders on the 

management of risk across the 

organization.

Parent
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Smarter Decisions

• Have we identified the real key risks in our 

organization 

• Are we getting the most out of our risk 

management programs

• How can we advance the maturity of our 

risk management programs quicker in a 

cost effective manner

• How can we align our risk management 

programs in a way that allows us to be 

more productive and efficient

Create impactful dashboards that allow for:

• Enhanced collaboration and communication

• Improved Focus and Alignment

• Accountability

Insights
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Recap: Smarter Decisions and the next step of Alignment  

Each part of the organization has their own set of responsibilities and metrics.  Having the people, 

process and the technology systems aligned is important.  Embedding it into the culture such that 

everyone takes appropriate responsibility is a critical component of success in integrated risk 

management efforts and managing data ethically.

Manage Downside Risk AND Create Value
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Polling Question #5 

I would like to receive additional information from: 

-Crowe (Process and technical enablement implementation)

-One Trust (Software as a Service offering Questions)

-Both 

-No, thank you 

* Explicit consent if you would like someone to continue to get information
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