
© 2019 Crowe LLP© 2019 Crowe LLP

Hospital Controlled 
Substance Diversion 
Monitoring Automation
Tamara Mattox
Candace Fong
Eric Jolly

February 28, 2019

© 2019 Crowe LLP



© 2019 Crowe LLP 2

Presenters 

Tamara Mattox, CIA
Healthcare Risk Consulting Sr. Manager 
Crowe LLP

Eric Jolly, CPA
Healthcare Risk Consulting VP
Crowe LLP

Candace Fong, PhamD
System Director of Pharmacy & Medication Safety
Dignity Health



© 2019 Crowe LLP 3

Hospitals Role in Opioid Epidemic:  What Have We Learned?

• National Institutes of Health released a new study demonstrating that 41% of US adults suffer from a 
painful health condition of these adults, 24.3% are prescribed opioids.

• 2016 - 15% of hospitalization were associated with a new opioid prescription. 43% of which were 
associated with an opioid claim after 90 days of discharge suggesting the development of potentially a 
new addiction to opioids after an acute hospitalization. JAMA (2016;176(7):990-997

• 8.5% of 2016 ED visits for pain (ages 18>) were given or prescribed opioids. Over 38% of adults over 
65 yeas of age were given or prescribed an opioid. Centers for Disease Control (CDC)
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Employee Diversions 

Every 13 Minutes an American Dies From an Opioid Overdose 

Pharmacist 
46%

Nurses
30%

Physicians 
24%

WHO’S DIVERTING?
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Polling Question

What have we learned from the Opioid Epidemic research? 
a. Opioids are bad
b. Not to use opioids
c. Hospital discharge scripts over five days can cause someone to be addicted
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Current Vs. Future State

Automation
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Future State 

• Automated

• Integrated System

• Self Contained – Drill Down /   
Research

• No “Red Flags” except from 
Artificial Intelligence or manual 
areas 

• Address Gaps (No BCMA, outside 
of ADC)

• Holistic from purchase to 
administration, sedation to 
discharge scripts

Holistic 
Automation

Ordering

Receiving, 
Waste, 
Expiring

Compounding

Inventory

Anesthesia Kits 
/Trays

Nursing Floor Dispensing, 
Waste, Returns

Administering

Standard of 
Care

Discharge 
Prescription
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Polling Question

For hospital diversions what % of the diversion are nursing? 
a. 100%
b. 50%
c. 30%
d. 1%
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How to be Ready for Automation?
Robust Preventative and Detective Controls 
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Order / Receiving Current State

• Reconcile Wholesaler Report to Automated Dispensing Cabinets (ADC) Stocking Report 
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Order / Receiving Current State

• Review and Reconcile Daily Transfers To and From the Nursing Units
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Polling Question

What should every hospital due to fight diversion?
a. Reconcile and review CS transactions 
b. Hire more security 
c. Not have CS in the hospital 
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Order / Receiving Current State

• Manual Anomalous Usage Audits / Chart Reviews

• Diversion Task Force 
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A Health Systems Journey To Perfecting 
Preventative and Detective Controls
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About Dignity Health / New CommonSpirit

• CommonSpirit Health
• 139 Hospitals

• $28.4 Billion

• 150,000 employees 

• 25,000 physicians 
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DEA Findings

Failure to maintain 
required inventory

Poor
Recordkeeping

Failure to maintain 
accurate records of 

receipt

The DEA audit identified numerous infractions in recordkeeping requirements with each infraction fined at 
$10,000 / infraction. 

Published 
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DEA Settlement 

Ag
re

em
en

t

Ag
re

em
en

t
Adoption (and 
adherence) of 

Policies

Controlled 
Substance

Education Plan

External Audits 
Reported to DEA

Full Compliance 
with DEA 

Regulations

No Diversions 
Following 2 

Years 
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Culture Prior to DEA Agreement

Pharmacy System 
Leadership was 

“Advisory” 

Regulation compliance 
focus (vs. prevention and 

detection controls)

Relied on PIC 
license for effective 

controls 

No System Requirements
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Impact Throughout System

Additions to daily duties for PIC and staff

Additions to daily duties for Nursing

New System oversight and accountability

External and Internal audits

New Key Performance Indicators (impact to Hospital Presidents Incentives)

Added staffing to entire organization
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DEA Agreement Required Control Highlights

DEA Filing 
System

Self Audit 
Checklists

Anomalous 
Usage Audits

Monthly 
Attestations

Routine 
Reconciliations
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After DEA Agreement – Reconcile, Audit, Review 

Completion of 
Monthly Self Audit 
Checklists
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DEA Agreement Required Control Highlights

DEA Filing 
System

Self Audit 
Checklists

Anomalous 
Usage Audits

Monthly 
Attestations

Routine 
Reconciliations
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Anomalous Monthly Audit

• Distributed to nursing managers by the 10th of
the following month

• Nursing reviews 10 removals/outlier

• Return due back to pharmacy in 14 days

• Track return rate



© 2019 Crowe LLP 24

Anomalous Usage Audit Form 

• Nursing completes audit form within 14 days of receipt

• Pharmacy monitors and tracks 
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Strategies & Goal 

Establish/sustain compliance with DEA

Immediate detection

Immediate investigation

Immediate reporting

No penalties from the lack of management of controlled 
substances
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Dignity Health Partnership with Crowe 

Crowe’s role in 
Dignity Health’s 

Controlled 
Substance 

control 
environment

Crowe’s role 
in DEA 

Agreement 

History
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Polling Question

What does every hospital need to do to be ready for automated CS controls?
a. Invest in more IT equipment
b. Have robust manual controls in place 
c. Take an IT course
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Dignity Health Partnership with Crowe – Steps Toward Automation 
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Dignity Health Partnership with Crowe – Steps Toward Automation 
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# of Opioid Discharge Scripts > 6 Days
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Key Takeaway from Dignity Health’s Experience.  .  .  . 

!!  IMPLEMENT  !!

!Prevention and Diversion control Processes!
Be Ready for Automation! 
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Automated Solutions
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Future State: 

EHR

Wholesaler

Omnicell / Pyxis

Artificial Intelligence
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“Crowe” is the brand name under which the member firms of Crowe Global operate and provide professional services, and those firms together form the Crowe Global network of independent audit, tax, and consulting firms. Crowe may be used to refer to individual firms, to several such 
firms, or to all firms within the Crowe Global network. The Crowe Horwath Global Risk Consulting entities, Crowe Healthcare Risk Consulting LLC, and our affiliate in Grand Cayman are subsidiaries of Crowe LLP. Crowe LLP is an Indiana limited liability partnership and the U.S member 
firm of Crowe Global. Services to clients are provided by the individual member firms of Crowe Global, but Crowe Global itself is a Swiss entity that does not provide services to clients. Each member firm is a separate legal entity responsible only for its own acts and omissions and not 
those of any other Crowe Global network firm or other party. Visit www.crowe.com/disclosure for more information about Crowe LLP, its subsidiaries, and Crowe Global. 

The information in this document is not – and is not intended to be – audit, tax, accounting, advisory, risk, performance, consulting, business, financial, investment, legal, or other professional advice. Some firm services may not be available to attest clients. The information is general in 
nature, based on existing authorities, and is subject to change. The information is not a substitute for professional advice or services, and you should consult a qualified professional adviser before taking any action based on the information. Crowe is not responsible for any loss incurred by 
any person who relies on the information discussed in this document. © 2019 Crowe LLP.
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