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• What is third party risk (especially as it relates to 
healthcare)?

• Where does third party risk lie within the 
organization?

• What are some indicators that third party risk is 
present and/or increasing?

• What are some things management can do to 
monitor and mitigate third party risks?

• What are the health plan delegated (FDR) 
vendor requirements and risks?

Agenda
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Course Objectives

At the end of this course, you should be able to:

• Define third party risk as it relates to healthcare organizations

• Correlate common issues observed to indicators of increasing third party risk

• Present strategies to help identify and mitigate third party risk factors
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Third Party Risk – What 
is It?
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Third Party Risk – What is it?

Third Party – an organization or business providing goods or services to another 
business (our client) that is defined with or without a written agreement or contract.

Risk – a situation involving exposure to danger; the possibility that something 
unpleasant or unwelcome will happen

Third Party Risk – Risk related to the inability of the Third Party to perform agreed 
services, meet SLAs, and comply with Company control requirements, including 
compliance with applicable laws and regulations.
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Third Party Risk – What is driving it?

Third party risk is increasing across many industries.  WHY?

• Dependency - Increased dependency on third parties as organizations find its 
often less expensive to outsource part or all of a specific operation or function.

• Scrutiny - Increased regulatory scrutiny as organizations need to make sure they 
have the right tools in place to actively monitor performance of the third party and 
have indicators in place to give early warning signs of things going wrong.

• Reputation – When something does go wrong, the organization’s reputation will 
suffer as they are line to the customer, not the third party.  
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What is a Third-Party?

• A third-party is an entity that is in a business arrangement (with or without a 
contract) with the Company.

• Third-party relationships may consist of traditional vendor or supplier relationships 
as well as non-traditional arrangements.

• Third-party relationships generally do not include customer relationships.

• Software Providers
• Developers
• Hardware Providers
• Payment Processors
• Statement & Mail 

Services
• Consultants

Traditional

• Joint Marketers
• Referral Partners
• Joint Venture
• Affiliates
• Intra-Group Outsourcing

Non-Traditional
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What is Third Party Risk Management?

• Third Party Risk Management the implementation of policies, strategies and 
processes to identify, assess, manage and control risks presented by external 
parties throughout the lifecycle of relationships.

Tangible Goods
Raw Materials, Production Inputs, 

Equipment, PCs and Servers, Contract 
Manufacturing, Packaging 

Services
Call center, IT Services / Cloud,  

Payroll, Ad Agency, Loan 
Servicer, Transportation / 

Logistics 

Channel Partners 
Distributors, Sales 

Representatives, Agents, Resellers

“Non-Vendor” Relationships  
Intra Group, Partnerships, Joint 

Ventures, 

Enables mitigation and management of everyday and exceptional risks. 
The goal is to govern the delivery of external goods and services, 

ensuring predictable business outcomes.
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Polling Questions One and Two

Does your organization have a full inventory of Third Parties? Are they classified by 
Risk Tier?

a. Yes, we have a clear and authoritative list
b. Yes, but feel we do not have the full listing
c. It’s currently in progress
d. We have not yet begun this activity

1

What area/department manages your Third Party Assessment Process?

a. Procurement
b. Internal Audit
c. Third Party Team
d. Enterprise Risk
e. Information Security

2
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Third Party Risk –
Where is It?
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Third Party Risk – Who are the third parties?

• Cleaners
• Landscapers
• Document Shredders
• Caterers
• Subscription services (print or on-line)
• Software providers 

(hosted internally or externally)
• Technology platform providers
• Consultants
• Audit providers (i.e. Crowe Horwath)
• Call Center
• Billing
• Physician or Nursing practices
• Biomed providers

• Subcontractors (aka fourth parties)
• Financial market utilities
• Cloud providers
• HR and benefit related
• Advertising and marketing
• Outsourced service providers

o Operations
o Collections
o Claims Processing

• Security services
• Courier services
• Medical Suppliers
• Treatment Providers
• Subsidiaries
• Joint Ventures
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Third Party Risk – Where is it?

Can you think of one area of the organization that would not 
be impacted by a third party?



© 2018 Crowe LLP 14

Increasing Complexity in Today’s Environment

• Security and Privacy
• Customers
• Pricing and Contracts
• Intellectual Property
• Employees
• Suppliers
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What Are the Risks When Working with Third-Parties?

• When working with third-parties, they almost always have your data, your physical 
assets, or your money

• In many cases, they interact with your customers
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Outlook on the Maturity of Third-Party Management 
Programs

Reacting
Assessing to sign a 
contract, in "just get it 
done" mode, 
inventory is not yet 
comprehensive (not 
sure if all third-parties 
that need to be 
assessed are being 
assessed)

Anticipating 
Assessment assists 
in drafting of contract, 
assessing both risks 
and controls, findings 
are identified and 
tracked, moderate to 
high level of 
confidence high risk 
relationships are in 
inventory and being 
assessed

Collaborating 
Assessment is 
prioritizing both 
internal and external 
actions, program 
brings together 
experts from across 
the organization, trust 
and verify activities 
exist within program, 
results are informing 
business decisions

Orchestrating 
The program is 
integrated within 
other risk and 
compliance 
programs, third-party 
risks are well 
measured and 
controlled (risk 
appetites), there are 
built in and 
independent quality 
assurance functions

30%
36%

26%
8%

1 2 3 4

What level best describes the maturity of your 
company’s third-party/vendor management program?
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Maturity Levels by Industry

50%

100%

35%

60%

28%

22%

80%

40%

13%

26%

50%

31%

20%

33%

33%

20%

40%

42%

100%

37%

30%

20%

28%

44%

33%

26%

4%

11%

20%

13%

11%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Retail Dealer

Private Equity

Other

Not-for-Profit

Manufacturing & Distribution

Healthcare

Government

Food & Commodities

Financial Services & Insurance

Construction & Real Estate

Banking

Level 1

Level 2

Level 3

Level 4



© 2018 Crowe LLP 18

Polling Question Three

Please select the areas of your organization that currently 
receive Third Party Risk Reporting

a. Internal Audit
b. C-Suite (CEO, CFO, COO, etc…)
c. IT Management
d. Business Stakeholders
e. Third Party Representatives
f. Board Committee
g. Procurement

3
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Third Party Risk 
Management Program 
Fundamentals
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Third Party Risk – How do we keep it under control?

What challenges are present within the business unit regarding identifying and 
monitoring third party risk:
• Lack of Understanding – employees may not fully understand the impact of the 

third party or that there is even a third party relationship
• Lack of Ownership – employees may not take ownership of the risks in their 

departments
• Lack of Performance and Risk Metrics – there may not be clearly defined metrics 

that can be used to measure performance and provide an indicator of increasing 
risk.

• Lack of Tools – management may not have the right reports aligned with the right 
frequency to identify early indicators of increasing risk (green, yellow, red)

• Lack of Communication – management may not have the right communication 
channels open between the third party and the Hospital to discuss issues and 
escalate problems before the risks move from cautionary (yellow) to problematic 
(red).
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Third Party Risk – How do we keep it under control?

Third party risk will always exist.  The key to success is to have the tools in place 
to:
• Identify and keep an inventory of all your third parties
• Actively monitor performance
• Develop metrics with thresholds in place so management can see when negative 

trends are developing.
• Develop an escalation procedure when negative trends are developing 
• Develop a clear communication plan with the relationship owner to ensure 

challenges with the third party are considered as part of the Third Party Risk 
Management Program
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Third Party Risk Management Program Oversight and 
Monitoring

• Where does third party risk lie within the organization?

• Who is involved in the TPR program
• Program Owner
• Vendor Owner
• Subject Matter Experts
• Board or Management Committees

• Is there a formal methodology in place?  What does it look like?  Has it 
been documented in policies and procedures?  

• What oversight, if any, does the Board have?
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Third Party Risk Management Life Cycle
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Third Party Risk Management Life Cycle – Planning and 
Strategy 

• Places emphasis on the “big picture”
• Determines the need for utilizing a vendor as 

opposed to maintaining the process/function 
internally

• Answers the question “Why? or Why not?”
• Acquire senior management and Board approval, as 

appropriate
• Determine  the strategic purpose of the third-party 

relationship,  and how the relationship could affect 
operations, customers, other initiatives, and related 
Corporate policies

• Spend is not the ONLY indication of risk
• Assess the extent to which the activities are subject 

to specific laws, regulations, and industry standards
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Third Party Risk Management Life Cycle – Due Diligence

• Who is the third-party, and do they meet the 
minimum standards of risk for the organization?

• What are the inherent risks associated with this third-
party?

• What controls are in place at the third-party to 
mitigate risk to the organization?

• What information is requested from the third-party:
• Financial statements
• SOC 1, SOC 2 or other examination reports
• Policies and procedures

• Who is involved with the due diligence and do they 
have expertise in the areas?
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Third Party Risk Management Life Cycle - Contracting

• There should be a contract for all third-party 
relationships.

• Contracts should not be executed prior to completion 
of the Due Diligence phase; should only be executed 
by appropriate personnel

• Define expectations and responsibilities
• Ensure contract is recorded in repository
• Who has the authority to enter into contractual relationships?
• Is there a requirement for competitive bidding?
• Are considerations given to vendors with multiple services –

perhaps to obtain more lucrative terms?
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Third Party Risk Management Life Cycle – Ongoing 
Management

• Performance against Service Level Arrangements
• Changes to third-party management and delivery
• Findings administration
• Monitoring for reputation, litigation, financial viability, 

and complaints should be done periodically, if not 
continuously

• Service Level Agreements (SLAs) defined 
in contracts should be monitored for performance

• SOC or other independent audit / assurance reports 
should be reviewed as they are issued

• Subscribe to external data feeds such as:  D&B, 
BBB, LexisNexis, SecurityScorecard, Rapid Ratings, 
etc. 
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Third Party Risk Management Life Cycle – Periodic Re-
Evaluation

• How frequently is the vendor reviewed?
• Are site visits performed?
• Reassess ongoing need for the third-party 

relationship
• If company proceeds with relationship, start the cycle 

over again to:
• Re-evaluate planning and strategy
• Re-perform due diligence
• Review or renew contracts
• Conduct ongoing management

• Re-evaluation frequency is based on the level of risk 
of the third-party. Higher risk = Revaluate more 
frequently
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Third Party Risk Management Life Cycle – Termination 
and Exit

• Exit plans, that detail whether the activity can be 
brought in-house, moved to another third-party, or 
discontinued should be fully documented and tested 
as possible

• Contingency plans and acceptable alternatives need 
to be in place.  The plan should include:
• Capabilities, resources and timeframe
• Risk associated with:

•Data retention/destruction
•Information system connections 
•Access control issues

• How to handle joint intellectual property
• Risks to company’s reputation 
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Polling Question Four

True or False: Once a third-party relationship is terminated, 
there are no longer risks to the Company.

A. True
B. False

4
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Health Plan Delegated 
Vendor (FDR) Requirements 
and Risks 



© 2018 Crowe LLP 32

First Tier, Downstream, or Related Entities

What is an FDR?

The term FDR is used to describe the type of delegated entity 
based on relationship to the organization.  FDR is an acronym for 
First Tier (F), Downstream (D) or Related Entity (R). 
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First Tier, Downstream, or Related Entities

What is a First Tier Entity?
 A First Tier Entity is any party that 

enters into a written arrangement, 
acceptable to CMS, with a 
Medicare Advantage Organization 
(MAO) or Part D plan sponsor or 
applicant to provide 
administrative services or health 
care services to a Medicare-
eligible individual under the 
Medicare Advantage (MA) 
program or Part D program
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First Tier, Downstream, or Related Entities

What is a Downstream Entity?
 A Downstream Entity is any party 

that enters into a written 
arrangement, acceptable to CMS, 
with persons or entities involved 
with the Medicare Advantage (MA) 
benefit or Part D benefit, below the 
level of the arrangement between 
an Medicare Advantage 
Organization (MAO) or applicant 
or a Part D plan sponsor or 
applicant and a First Tier Entity. 
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First Tier, Downstream, or Related Entities

What is a Related Entity?

A Related Entity is any entity that is related to an Medicare 
Advantage Organization (MAO) or Part D sponsor by 
common ownership  and 1) performs some of the MAO or 
Part D plan sponsor’s management functions under contract 
or delegation; (2) Furnishes services to Medicare enrollees 
under an oral or written agreement; or (3) Leases real 
property or sells materials to the MAO or Part D plan sponsor 
at a cost of more than $2,500 during a contract period. 

 Cigna Behavioral Health (CBH) – delegated for Claims, 
Credentialing & Utilization Management

 Cigna Dental Health (CDH) – delegated for Claims, 
Credentialing, Utilization Management & Contracting
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Healthcare Industry Impact

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 
Administrative Simplification 
• The administrative simplification provision implemented standard transaction and code 

sets, identifiers, security, and privacy rules across the healthcare industry.
• The Administrative Simplification provisions apply to "Covered Entities." The following are 

covered entities: A health plan, A health care clearinghouse, and A health care provider.

The Health Information Technology for Economic and Clinical Health (HITECH) Act, 
enacted as part of the American Recovery and Reinvestment Act of 2009,

Patient Protection and Affordable Care Act of 2010

The HHS Office for Civil Rights (OCR) enforces HIPAA Security and Privacy rules.
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Polling Question Five

What was the industry with the highest number of data 
breaches in 2017?  

A. Financial
B. Healthcare
C. Retail
D. Government
E. Education

5
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Healthcare Industry Impact
Why should I care about Third Party Vendor Management?
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Healthcare Industry Impact

If you don’t care about Third Party Vendor Management, I bet 
your C-Suite Does!
• Federal penalties for noncompliance are based on the level of negligence and 

can range from $100 to $50,000 per violation (or per record), with a maximum 
penalty of $1.5 million per year for violations of an identical provision.

• The 2017 Cost of Data Breach Study from the Ponemon Institute, sponsored by 
IBM, puts the global average cost at $3.6 million, or $141 per data record.
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Crowe’s Third Party 
Risk Consulting 
Services
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Third-Party Management Framework
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Crowe’s Third-Party Risk Management Consulting 
Practice
• Our Third-Party Risk Management consulting practice is built on five key 

domains.
• We help organizations assess, design, implement, execute and optimize their 

third-party management activities.

Program 
Consulting

We assess all areas of an 
organization’s program in 
order to identify the level of 
maturity as well as any 
compliance gaps and 
develop practical ways to 
advance its capabilities, 
including:

• Third-Party Inventory & 
Lifecycle Management

• Portfolio Management
• Education & Training
• Quality Assurance

Technology
Enablement

We deliver expert assistance 
with selecting, implementing, 
integrating and optimizing 
internal and vendor provided 
technology solutions, 
whether a stand alone point 
solution or as part of an 
enterprise Governance, Risk 
and Compliance (eGRC) 
platform. Additionally, we 
assist with technology to 
support effective and 
efficient ongoing monitoring 
processes.

Third & Fourth 
Party Assessments

We execute both onsite and 
remote/desktop 
assessments of third-parties 
located across the globe 
spanning multiple risk 
domains, including:

• Information Security
• Physical Security
• Privacy
• Business Continuity
• Disaster Recovery
• Regulatory Compliance
• Financial Viability

Independent 
Program Reviews

We provide assurance to all 
three lines of defense, 
boards and regulators 
through independent testing, 
monitoring, validation and 
audit of an organization’s 
third-party risk management 
activities, including:

• Sourcing
• Procurement
• Third-Party Risk 

Assessment
• Contracting

1 2 3 4


Managed 
Services

We bring together people, 
process and technology to 
provide a managed service 
to support their Third-Party 
Risk Management programs. 
We manage day-to-day 
execution and provide 
reporting to allow clients to 
make well informed business 
decision related the 
engagement and on-going 
use of third-parties to 
support their businesses 
strategic goals and 
objectives.

5



The information in this document is not – and is not intended to be – audit, tax, accounting, advisory, risk, performance, consulting, business, financial, investment, legal, or other professional advice. Some firm services may not be available to attest clients. The information is general in nature, based on existing 
authorities, and is subject to change. The information is not a substitute for professional advice or services, and you should consult a qualified professional adviser before taking any action based on the information. Crowe is not responsible for any loss incurred by any person who relies on the information discussed in 
this document. Visit www.crowe.com/disclosure for more information about Crowe LLP, its subsidiaries, and Crowe Global. © 2018 Crowe LLP.

Thank you

http://www.crowe.com/disclosure
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