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The passage of the National Association of Insurance Commissioners (NAIC) 
Insurance Data Security Model Law (Model Law) has highlighted how important it 
is for insurers to develop, implement, and maintain a cybersecurity program. State 
insurance regulators soon will roll out their own cybersecurity compliance guidelines 
based upon the Model Law, but insurers need not wait to start creating a program 
that covers data security, investigation, and notification of breaches, as well as 
incident monitoring, logging, and response plans.

Insurers need to develop a sustainable, scalable cybersecurity program that meets the Model Law standards, and can 
evolve as an insurer grows and matures and as the cybersecurity threat landscape evolves.

Since a robust cybersecurity program encompasses all areas of the business and becomes a component of the 
insurer’s overall risk management program, insurers will need to assess their compliance readiness and maturity for 
an enterprisewide cybersecurity program. This preparedness includes conducting a risk assessment of all internal and 
external vulnerabilities and evaluating the company’s use of third-party providers.

Finally, before developing its cybersecurity program, an insurer must prioritize risks based on their potential impact and 
prepare to assess its program at least annually. The Model Law requires that each insurer provide a written statement for 
annual certification.
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The Model Law states that insurers 
must designate one or more 
employee(s) or an outside vendor to 
be responsible for their cybersecurity 
program. For many insurers with 
limited resources, budgets, and 
expertise, the ability to designate a 
third party can make the difference 
between barely meeting Model Law 
requirements and developing and 
executing a cybersecurity plan that 
delivers additional efficiencies and 
business value.

Crowe can help insurers develop 
a comprehensive cybersecurity 
program with turnkey, end-to-end 
services designed to:

• Assess the current 
cybersecurity program

• Identify gaps and provide 
recommendations for 
enhancement

• Construct a program designed 
to help an organization improve 
its cybersecurity posture

• Optimize the program once 
implemented

Whether or not you choose to create 
the program internally or engage 
a third party, you can significantly 
improve the success of the program 
by following these four guidelines for 
readying your organization’s culture:

• Demystify cybersecurity.

• Evaluate your current 
cybersecurity program to 
determine if it meets Model Law 
compliance requirements.

• Evaluate your technology and 
other cybersecurity controls.

• Engage management in an 
oversight role in the process.

http://www.crowe.com
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1. Demystify cybersecurity. 
Employees likely are aware of 
high-profile cyber breaches at large 
corporations, but they might not be 
aware that organizations of all sizes 
are vulnerable to cyberattacks.

Employees also might not 
understand how their daily activities 
can affect an organization’s 
cybersecurity posture. Cyberattacks 
can easily result from employee 
missteps when they respond 
to phishing emails or social 
engineering. Some employees 
mistakenly consider cybersecurity 
a function cloaked in mystery 
and hold IT accountable for both 
cybersecurity and any data and 
system breaches that occur.

At a high level, cybersecurity is 
not much different from other risk 
management processes. Everyone 
needs to understand his or her role 
in cybersecurity, and how individual 
responsibility helps the overall 
program meet its objectives.

Crowe can provide the cybersecurity 
awareness training and education 
required by the Model Law.

2. Evaluate whether your current 
cybersecurity program meets Model 
Law compliance requirements.

Few information sources offer direct 
guidance on compliance with the 
Model Law and insurers can look to 
multiple frameworks to comply. While 
these frameworks allow insurers to 
individualize their program based on 
their unique businesses, this flexibility 
also means that insurers will need a 
clear understanding of their current 
cybersecurity risk profile in order to 
prioritize areas and make informed 
decisions about where to invest in 
cybersecurity improvements.

Crowe has the expertise and 
processes to help insurers define 
the unique attributes of their 
cybersecurity plan and identify gaps 
in meeting regulatory requirements.

Our methodology begins by 
analyzing whether an insurer’s 
current cybersecurity program 
complies with Model Law standards 
and communicating those results. 
Crowe then performs a separate risk 
assessment and inventory of critical 
and confidential assets. Through 

this process, insurers gain greater 
clarity into their true cybersecurity 
risks and the effectiveness of their 
existing controls.

One area that many insurers overlook 
is risks presented through third-party 
service providers. Since insurers are 
responsible for third-party service 
provider breaches, performing 
a third-party-administrator risk 
assessment is a critical step in the 
risk assessment process.

Crowe can help insurers build a 
sustainable cybersecurity program 
aligned to the uniqueness of an 
organization’s size, assets, risks,  
risk tolerance, and capabilities.

3. Evaluate your technology and 
vendor cybersecurity protections.

The Model Law states that insurers 
must determine which security 
measures are appropriate and 
then implement those controls. 
These measures include access 
controls, encryption, and multifactor 
authentication. Insurers must 
establish that their organization’s 
networking and server controls are 
comprehensive enough to identify 

and log cyberthreats. Insurers are 
also required to regularly test and 
monitor systems and procedures to 
detect actual and attempted attacks.

To meet the new standards 
efficiently and cost effectively, it 
might be necessary to implement 
new technology and contract 
with new providers. Once the 
structure of the cybersecurity 
program is established, Crowe can 
recommend technology upgrades 
or replacements and assist with 
security services, including threat 
assessment and incident monitoring, 
logging, and response program 
development as well as necessary 
policy and procedure updates. 
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4. Engage management in an 
oversight role in the process.

The board of directors and executive 
management are responsible for 
oversight of the cybersecurity 
program. The executive management 
or its delegates must report in 
writing, at least annually, on the 
overall program status and any 
material matters related to the 
information security program.

The chief information security officer 
(CISO), however, is responsible for 
the cyber strategy and often the 
daily execution of the program. In 
fact, the Model Law requires a single 
contact to act as a CISO and sign 
the certification, even if an insurer 
is not large enough to support that 
role full time. Crowe can assist 
executive management and boards 
in developing and executing an 
appropriate cyber strategy.

In addition, Crowe can coach 
those in oversight positions in their 
role in the cybersecurity program 
and enhance their understanding 
with key performance indicators 
and metrics, industry insight, 
and reporting development. This 
coaching process can help demystify 
cybersecurity for executives and 
help them to understand and 
support the cyber program with 
greater confidence.

Conclusion 

Model Law compliance is a process, and insurers should allow approximately six months for achieving full 
compliance. Smaller insurers might complete the process in three months, while the largest insurers might 
require as long as a year.

Crowe can help your organization comply with the NAIC Insurance Data Security Model Law. We can assess 
your current state with our two-day health check and develop a road map that helps align your information 
security program with your business model, resources, and desired future state.

Once the information security program is implemented, Crowe can assist with preventive controls; incident 
detection, response, and recovery; training and culture; information security governance; reporting; technology 
evaluations; a virtual information security office; and amending service level agreements and contracts with 
third parties to mitigate noncompliance risk.

http://www.crowe.com
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The information in this document is not – and is not intended to be – audit, tax, accounting, advisory, risk, performance, consulting, business, financial, investment, legal, or other professional advice. Some firm services may not be available to attest 
clients. The information is general in nature, based on existing authorities, and is subject to change. The information is not a substitute for professional advice or services, and you should consult a qualified professional adviser before taking any 
action based on the information. Crowe is not responsible for any loss incurred by any person who relies on the information discussed in this document. © 2018 Crowe LLP.

Learn More
For more information on NAIC 
Insurance Data Security Model Law 
offerings from Crowe, contact:

Glenn Saslow 
Partner 
+1 860 470 2103 
glenn.saslow@crowe.com

Troy La Huis 
Principal 
+1 616 233 5571 
troy.lahuis@crowe.com

 

About Crowe
“Crowe” is the brand name under which the member firms of Crowe Global 
operate and provide professional services, and those firms together form 
the Crowe Global network of independent audit, tax, and consulting firms. 
Crowe may be used to refer to individual firms, to several such firms, or 
to all firms within the Crowe Global network. The Crowe Horwath Global 
Risk Consulting entities, Crowe Healthcare Risk Consulting LLC, and our 
affiliate in Grand Cayman are subsidiaries of Crowe LLP. Crowe LLP is 
an Indiana limited liability partnership and the U.S member firm of Crowe 
Global. Services to clients are provided by the individual member firms 
of Crowe Global, but Crowe Global itself is a Swiss entity that does not 
provide services to clients. Each member firm is a separate legal entity 
responsible only for its own acts and omissions and not those of any other 
Crowe Global network firm or other party. Visit www.crowe.com/disclosure 
for more information about Crowe LLP, its subsidiaries, and Crowe Global. 
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