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Overview of SOC 
reporting changes
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SOC 2 updates

Timeline of AICPA updates

April 2017: New trust services criteria published

February 2018: System description criteria issued

March 2018: Updated SOC 2 guide released that 
integrates updated criteria  

Transition period allowed for SOC 2 reports with 
periods ending before December 16, 2018 

SOC 2 reports with periods ending on or after December 16, 2018 
must use the new trust services criteria and description criteria
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2017 trust services criteria

Updated trust services criteria control framework

Reporting options
May report on one or more of the 
following categories:
 Security (Common Criteria) *
 Confidentiality
 Availability
 Processing Integrity
 Privacy

* Required for all SOC 2s

Control criteria

Significant revisions to control 
requirement structure and language
Based on the COSO 2013 Integrated 
Control Framework 

However – control requirement scope
remains mostly consistent with previous 
criteria

2017 
TSC

What’s the same What’s changed
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2018 description criteria

New system description criteria (DC section 200, 2018 Description Criteria)

 Embedded within previous SOC 2 guidance but not an area of focus
 Now formalized and structured as own section and titled Description Criteria 

1 Types of services provided

2 Principal service commitments and 
system requirements 

3 System components (i.e., scope)

4 Certain system incidents during the 
period

5 Trust services criteria and related controls

6 Complementary user entity controls

7 Subservice organization services and 
complementary controls

8 Any non-applicable criteria and the rationale 
why

9
Any significant changes to the system or 
controls during the period
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Updates to the   
trust services criteria
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2017 trust services criteria

Common criteria* restructured based on COSO internal control framework:

Source: Chapter 2 of the 2013 COSO 
Internal Control: Integrated Framework

* Other categories – minimal changes

Previous Common Criteria

CC 1: Control Environment

CC 2: Communications

CC 3: Risk Assessment

CC 4: Monitoring of Controls

CC 5: Logical and Physical Access

CC 6: System Operations

CC 7: Change Management

Updated Common Criteria

CC 1: Control Environment

CC 2: Information and 
Communication

CC 3: Risk Assessment

CC 4: Monitoring Activities

CC 5: Control Activities

CC 6: Logical and Physical Access

CC 7: System Operations

CC 8: Change Management

CC 9: Risk Mitigation
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2017 trust services criteria

Points of Focus
 Included for each trust services criterion

 Serve as an optional resource that illustrates key components or considerations – these are not:
ꭙ Officially part of the trust services criteria framework

ꭙ Required to be addressed by a service organization’s controls

ꭙ Evaluated by the SOC auditor as part of their opinion

Example:

CC 3.4 – Risk Assessment Points of Focus (excerpt)

The entity identifies and assesses 
changes that could significantly 
impact the system of internal 
control. 

• Assesses Changes in the External Environment: considers 
changes to the regulatory, economic and physical environment in 
which the entity operates

• Assesses Changes to the Business Model: considers potential 
impacts of new or significantly changed business operations on 
internal control
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Common criteria: a closer look

Common Criteria

CC 1.2

The board of directors 
demonstrates independence 
from management and 
exercises oversight of the 
development and 
performance of internal 
control. 

Crowe Control Considerations

 Board of Directors; OR
 Equivalent governance committee that:

 Has oversight of internal control activities; AND
 Is sufficiently independent from the control owners OR
 Has cross-functional membership

CC 1: Control environment – new requirements:

Control Gap Risk: Low
While not previously part of the SOC 2 criteria, organizations should be able to utilize 
an existing committee to address this requirement.
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Common criteria: a closer look

Common Criteria
CC 2.1

The entity obtains or 
generates and uses relevant, 
quality information to support 
the functioning of internal 
control.

Crowe Control Considerations
 Relates to information used to monitor internal control 

effectiveness (e.g., security dashboard)
 Activities that help ensure relevant and quality information: 

 Identifies Information Requirements
 Captures Internal and External Sources of Data
 Processes Relevant Data into Information
 Maintains Quality During Processing 

CC 2: Communication – new requirements:

Control Gap Risk: High
Based on the specific and highly mature nature of this requirement, most organizations will not 
have already addressed this and will need to implement new controls to address this requirement.
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Common criteria: a closer look

Common Criteria
CC 3.1
The entity specifies objectives with sufficient clarity to enable the identification 
and assessment of risks relating to objectives.
CC 3.3
The entity considers the potential for fraud in assessing risks to the 
achievement of objectives.
CC 9.1
The entity identifies, selects, and develops risk mitigation activities for risks 
arising from potential business disruptions.
CC 9.2
The entity assesses and manages risks associated with vendors and business 
partners. 

Crowe Control Considerations
 More prescriptive requirements

for the risk assessment process
 Specific risks to be 

addressed
 Specific activities to 

perform and document

CC 3 and CC 9: Risk assessment and mitigation – new requirements:

Control Gap Risk: Moderate
Since the previous risk assessment requirements were highly flexible, existing controls will 
vary significantly by organization.  
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Common criteria: a closer look

Common Criteria
CC 5.1
The entity selects and develops control activities that 
contribute to the mitigation of risks to the achievement of 
objectives to acceptable levels.
CC 5.2
The entity also selects and develops general control activities 
over technology to support the achievement of objectives.
CC 5.3
The entity deploys control activities through policies that 
establish what is expected and in procedures that put policies 
into action. 

Crowe Control Considerations
 Organizations will need to demonstrate how 

their control activities are identified and 
maintained

 Possible methods may include
 A “control activities” column within risk 

assessment; OR
 A separate control framework has been 

adopted or developed and maintained by 
your organization

 Map existing policy creation, maintenance and 
communication controls from CC 2 to address 
CC 5.3

CC 5: Control activities – new section:

Control Gap Risk: Low
While not previously part of past SOC 2 criteria, organizations should be able to leverage 
their existing risk assessment process and key policies.
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Common criteria: a closer look

Common Criteria

CC 4.1
The entity selects, develops, and performs ongoing 
and/or separate evaluations to ascertain whether the 
components of internal control are present and 
functioning. 
CC 4.2
The entity evaluates and communicates internal control 
deficiencies in a timely manner to those parties 
responsible for taking corrective action, including senior 
management and the board of directors, as appropriate.

Crowe Considerations

 Updated wording to clarify “Monitoring” as 
monitoring of internal controls, rather than IT 
systems monitoring

 Now specifically requiring formal and documented 
processes to communicate and track remediation 
of findings. 

Control Gap Risk: Moderate
While the requirements are similar to previous SOC 2 criteria, existing controls should be 
re-evaluated to ensure appropriate coverage as new control processes may be required.

CC 4: Monitoring activities – clarified requirements:
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Common criteria: a closer look

Common Criteria
CC 7.1
To meet its objectives, the entity uses detection and monitoring 
procedures to identify (1) changes to configurations that result 
in the introduction of new vulnerabilities, and (2) susceptibilities 
to newly discovered vulnerabilities. 
CC 7.2
The entity monitors system components and the operation of 
those components for anomalies that are indicative of malicious 
acts, natural disasters, and errors affecting the entity's ability to 
meet its objectives; anomalies are analyzed to determine 
whether they represent security events. 

Crowe Considerations
 Configuration management now required for 

CC 7.1
 Security configuration baselines (i.e., 

expected / approved values) have been 
formally defined

 Actual configurations are periodically 
reviewed to detect and correct any non-
compliant settings

 Existing mechanisms that help identify 
potential security incidents (e.g., IDS, data 
loss prevention) can be utilized to address CC 
7.2

CC 7: Systems operations – stronger incident management requirements:

Control Gap Risk: Moderate
As configuration management is a new SOC 2 requirement, organizations may not already 
have related control processes implemented. 
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Common criteria: a closer look

Common Criteria
CC 7.3
The entity evaluates security events to determine whether they could 
or have resulted in a failure to meet its objectives and, if so, takes 
actions to prevent or address such failures. 
CC 7.4
The entity responds to identified security incidents by executing a 
defined incident response program to understand, contain, remediate, 
and communicate security incidents, as appropriate. 
CC 7.5
The entity identifies, develops, and implements activities to recover 
from identified security incidents. 

Crowe Considerations
 More prescriptive requirements for the 

activities to be completed and evidenced for 
any incidents:
 Description of incident, including 

severity / impact
 Root cause analysis
 Response procedures performed
 External communication (e.g., clients 

and/or their customers, law 
enforcement, regulatory authorities)

CC 7: Systems operations – stronger incident management requirements:

Control Gap Risk: Low
While not explicitly required by the previous SOC 2 criteria, these activities are likely already 
incorporated into organizations’ incident response program.  Organizations should review their 
incident report template to ensure it demonstrates each activity was performed.
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New system 
description criteria
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2018 description criteria: DC 2

Definition: Principal service commitments
 Commitments made to user entities (e.g., customers)

 Communicated and applicable to majority of user entities

 Relevant to one or more in-scope trust services categories

Definition: System requirements

 Internally defined controls

 Designed and implemented to meet the service commitments 

Now a key part of the 
SOC auditor’s opinion!
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2018 description criteria: DC 2

Illustrative example

SOC 2 Context

Service Organization 
Data capture services

SOC 2 categories
• Security
• Availability
• Processing Integrity

Service Commitments

Security
 Data is secured at rest
 Access is restricted
Availability
 99.99% uptime
Processing Integrity
 Received data undergoes 

input validation checks
 Data processing outputs 

are made available by 
5pm EST the following 
business day

System Requirements

Security
 256-bit AES encryption 
 Access provisioning, removal and periodic 

reviews
Availability
 Network configuration management
 Network capacity and health monitoring
Processing Integrity
• Automated input validation routines
• Daily monitoring checklists
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2018 description criteria: DC 4

Definition: System incidents
 Significant event that occurred during the period

 Event has been identified and is known to management

 Resulted in a failure to achieve one or more service commitments or system requirements

• Whether an event is a ‘system incident’ is based primarily on the impact

• Root cause may or may not be due to a control deficiency

• Third party incidents also need to be considered

If a system incident has occurred during the SOC period, management must describe:

 Nature of the incident 

 Timing of the incident 

 Impact of the incident

 Response activities
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Crowe insights:
Planning for the new SOC 2
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2017 trust services criteria

Getting started: transitioning to the new control criteria

As part of SOC planning, management should:

 Review the new criteria to identify potential control or documentation gaps

 Prioritize remediation of any gaps based on the type of control

• Continuous – e.g., Board: in place by period start

• Ad hoc (i.e., event-driven) – e.g., incident response: in place by first event occurrence

• Annual – e.g., annual risk assessment: in place by period end

 Update SOC 2 controls to align with new trust services criteria
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Transition plan: 2018 description criteria

Getting started: identifying service commitments and system requirements

As part of SOC planning, management should:

 Review the following resources to identify primary service commitments: 

• Contractual agreements

• Key marketing and/or customer onboarding materials

 Develop SOC 2 description content on the service commitments

 Review existing SOC 2 controls to determine if any additional controls are needed to 
address the service commitments and related system requirements

 Involve your SOC auditor early and often! 
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Transition plan: 2018 description criteria

Other Considerations: system incidents

 Minimal upfront action required

 Primarily addressed during the fieldwork and reporting stages

 Be transparent and collaborative with your SOC auditor to determine if an event meets 
the criteria for a disclosable system incident

 Consider periodic checkpoint discussions to allow sufficient time to discuss any incidents 
– don’t leave until the end!
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Appendix:
New SOC for Cybersecurity 
reporting option
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SOC for Cybersecurity - Objectives

• New AICPA reporting framework to communicate information about the effectiveness of their 
cybersecurity risk management program 

• CPAs perform an independent SOC examination of companies’ cybersecurity risk management

• A holistic approach is used, focusing on (a) assessing the program to reduce likelihood of 
breach, (b) the design, implementation and operating effectiveness of controls, as well as 
(c) the ability to mitigate and recover from breaches sustained.  

• Bring to bear benefits of the public accounting profession – i.e., positive assurance opinion, 
adherence to stringent professional standards, as well as consistency and comparability 
across entities and reports and published detailed engagement guidance.
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SOC for Cybersecurity – Key Differences

SOC for Cybersecurity differs from existing SOC reports in the following respects:

Area SOC for Cybersecurity SOC 1 / SOC 2
Applicability
and Scope

Any organization in any industry;
Focus is cybersecurity risk 
management program

Service organizations performing outsourced 
functions on behalf of clients;
Focus is client-facing services and client data

Distribution General Use: can be provided to all 
interested parties

Restricted Use: Limited to company and 
client organization

Auditor 
Opinion

(1) Fair Presentation of Description
(2) Controls “Effective” 

(1) Fair Presentation of Description, 
(2) Design effectiveness of controls, and
(3) Operating effectiveness

Testing 
Procedures

No testing section in report.  Separate section in Report details the test 
performed and results of tests.

Approach to 
Third Parties

There are no carve-outs; opinion 
extends to third parties. 

Option to carve out third parties from opinion.
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