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 Director Advisory

AICPA Reporting Framework Helps Directors 
Fulfill Oversight Responsibilities
By Ben Phillips and Rod Smith
As recent data breaches have revealed, some 
 organizations handle cybersecurity risk 
 management in a reactive and disjointed 
manner, and many do not have a plan to ad-
dress the full life cycle of a breach. Directors 
should learn from these cautionary tales.

Directors play an instrumental role in 
ensuring that executive management prop-
erly addresses cybersecurity risk, one of the 
most unwieldy risks facing organizations. 
Directors are demanding an increased level 
of visibility and assurance regarding the ef-
fectiveness of the organization’s cybersecu-
rity risk management program to help 
them fulfill their oversight responsibilities.

A trend identified by many  cybersecurity 
risk experts is that organizations spend most 
of their cybersecurity budget on detecting 
and preventing security  incidents, and not 
enough on assessment, response, and recov-
ery. For this reason, management should 
 allocate equitable  resources to each func-
tion of the program, including periodically 
assessing the effectiveness of the organiza-
tion’s cybersecurity risk management pro-
gram and controls. A structured and inde-
pendent  assessment would provide impor-
tant information about the organization’s 
cyber security risk management posture to 
interested parties, and it would help direc-
tors gauge the effectiveness of the organiza-
tion’s investment in cybersecurity-related 
initiatives. It also would promote strong pre-
ventive controls, which could minimize the 
 financial and reputational impact of a 
cyber security event.

To help organizations communicate in-
formation about the effectiveness of their 
cybersecurity risk management programs, 

the American Institute of Certified Public 
Accountants (AICPA) has developed the 
new System and Organization Controls 
(SOC) for Cybersecurity engagement. 
Through this engagement, a  licensed AIC-
PA public accounting firm reports on an or-
ganization’s enterprise-wide cyber security 
risk management program. The informa-
tion within this report provides the intend-
ed users (management, directors, key ven-
dors, clients, etc.) a description of the orga-
nization’s cybersecurity risk management 
program and an independent opinion on 
the effectiveness of the controls in place.

While current value-added, third-party 
services are an important part of an organi-
zation’s cybersecurity risk management 
program (i.e., to conduct vulnerability 
 assessments, penetration tests, etc.), the re-
sulting deliverables for these services often 
are inconsistent, lack comparability, and 
have limited distribution.

The AICPA’s SOC for Cybersecurity ex-
amination report offers several advantages 
over existing alternatives, including:

■■ Comparability. The AICPA’s stan-
dard program description criteria, report 
format, and published engagement guide 
promote consistent service delivery and 
comparability across organizations and in-
dustries.

■■ Flexibility. Organizations can choose 
one of several available cybersecurity con-
trol frameworks to implement in their 
 efforts (NIST Cybersecurity Framework, 
ISO 27001, etc.).

■■ Broad distribution. The report is  
intended for general distribution. (Practi-
tioners also may decide, by mutual agree-

ment, to restrict the use of the report to 
specified users.)

■■ Credibility. Only licensed AICPA 
public accounting firms have the required 
qualifications and experience needed to 
perform independent control attestation 
engagements such as SOC 1 and SOC 2 
examinations. As a result, they are well 
qualified to provide the SOC for Cyber-
security examination engagement services.

■■ Thoroughness. SOC for Cybersecu-
rity uses a broad and inclusive definition of 
cybersecurity and focuses on the entire life 
cycle of a cybersecurity event.

Directors’ primary responsibilities in-
clude providing governance and oversight 
to the interests of an organization’s various 
stakeholders. Fulfilling these responsibili-
ties may require probing and obtaining 
 assurance beyond what is possible from 
 reviewing a management-prepared annual 
scorecard or a consultant’s vulnerability 
scan report. Although these information 
sources have value, they may not provide 
the assurance needed to assess the sound-
ness of an organization’s cybersecurity risk 
management program and controls. The 
AICPA SOC for Cybersecurity engage-
ment is intended to meet this need. As 
such, this attestation service likely will be-
come the industry standard.
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