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Learning Objectives

Recognize the global trends in risk management
|dentify how companies are organized to manage risk globally

lllustrate the key success factors and barriers to implementing
the three lines of defense model
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Agenda

Global Trends in Risk Management

Strategies for Managing Risk in a Global Company
Ensuring Global Risk Management is Sustainable
Success Factors and Challenges
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Global Trends in Risk Management

Key Trends That Have a Global Impact:

Intense regulatory pressure

Extending and expanding enterprises
Heightened expectations over data privacy
Increased geopolitical risks

Instant communication

Audit | Tax | Advisory | Performance | Risk ©,2015 Crowe*Horwathl.LP



Crowe Horwath.

Global Trends in Risk Management — Top 10 Initiatives

Recently Implemented: Planned Within Next Twelve Months:
Risk culture Risk culture
Risk assessment / methodology Integration with 1st line of defense
Integration with 15t line of defense Integration of 2" line of defense
Reporting Risk assessment/ methodology
Communication plan Reporting
Integration of 2" line of defense Relationship with strategy
Risk management committee Communication plan
Action plan follow-up Monitoring / alert
Relationship with strategy Risk appetite and tolerance

Anti-fraud program Action plan follow up
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Global Trends in Risk Management — Specific Initiatives

Risk culture:

A risk appetite model based on regulatory excess capital and the cash impact of ERM
actions is quantified and reported.

Risk assessment / methodology:

The potential impacts (both positive and negative) associated with the risks of projects or
decisions are formally incorporated in strategic planning

Integration with 18t line of defense:

Risk management approaches are embedded into the governance, tools.and frameworks
adopted for high-risk or significant operational projects

Reporting:
Integrated assurance reporting, consolidating all 2" and 3 line of defense conclusions,
recommendations and metrics

Communication:

A formal strategy is developed by risk management, internal control, and internal audit for
communicating “up, in, and out”
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Polling Question #1

What trend has the biggest impact on your organization today?

Ever-increasing regulation (and sanctions)
International expansion generally

Extended enterprise and reliance on third parties
Scrutiny over data privacy and security

Reliance on emerging markets

Unsure/don’t know
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Strategies for Managing Risk in a Global Company
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Organizational Strategies — Combined Functions

How are functlons dedicated to the overall
Rilsk Management Framework organlzed?
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Source: “Extract from Mastering Risk — An International Survey by Crowe Horwath”
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Organizational Strategies — Coordinated Functions

Shared frameworks between Risk Management functions
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Source: “Extract from Mastering Risk — An International Survey by Crowe Horwath” Control
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Polling Question #2

Which stakeholders in your company use common risk and control frameworks
globally (choose all that apply)?

Operational management / 1st Line of Defense

Compliance, risk management, control and other 2" Line of Defense
Internal audit/ 3" Line of Defense
Unsure/don’t know
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Specific Risk Management Strategies — Conduct Risk Example
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Specific Risk Management Strategies — Conduct Risk Example

FSA/FCA view of Conduct Risk TCF — Culture Framework
Business model Strategy
Culture, governance and controls Leadership
Risk assessment and controls Decision making
Product development and approval Controls
Sales — and sales incentives Recruitment, training-and
Post-sales handling — delivering on COIIERIENXE
promises Reward

www.fca.org.uk/static/fca/documents/fsa-tcf-culture.pdf
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Polling Question #3

What is the most significant risk that your company faces globally?
(Please select only one)

Conduct risk
Cybersecurity risk
Third party risk
Geopolitical risk
Unsure/don’t know
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Sustainability — Through Leadership

LEADERSHIP
® Organization ADERSH;
® Strategy ) _ _ \F P
_ o _ _ Working closely with business

Helping organizations visualize  |eaders and executive team to

and incorporate formal risk understand and respond to risks,

prioritization into their goals, defining roles and accountability

strategies, and budgets within the three lines of defense
" Change Management = Culture

Helping to integrate changes Understanding an

associated with risk management organization’s values,

strategies, beliefs, and embed
risk awareness within it's
culture

into the organization’s existing
change management practices

Audit | Tax | Advisory | Performance | Risk ©,2015 Crowe*Horwathl.LP



Crowe Horwath.

Sustainability — Through Integrated Assurance/Reporting
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Source: “Extract from Mastering Risk — An International Survey by Crowe Horwath”
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Sustainability — Through Smart Risk Assessment

Board Stakeholder

Effectiveness Organizational Systems Credibility
Culture Reliability

I J

Leadership Management

Effectiveness COMMEIE) \

Organization
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Financial Management
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Polling Question #4

Is your company’s approach to managing risks globally focused on the following?
(multiple choices possible)

Leadership (the company’s organization, strategy, culture, and change capability
Reporting and monitoring

Mature or advanced risk assessments

Business resilience and continuity planning in key markets

None of the above

Unsure/don’t know
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Success Factors and Challenges

s/
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Challenges - Organizational

In your opinion, what are the main obstacles to implementing the overall Risk Management

Framework?
60%
0
50% - 49%
0
40%
30%
20%
10%
0%
Internal Control Availability of Corporate culture Impact on Top (Executive) Integration of the Limited interest of the
perceived as an operational staff performance difficult management is not = Audit Committee in  Audit Committee
administrative task to assess adhering daily actions

Source: “Extract from Mastering Risk — An International Survey by Crowe Horwath”
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Challenges — Maturity of the 3 Lines of Defense

Four Stages of Maturity Evolution:

. Fragmented

. Implemented
. Embedded
. Enhanced ﬁ
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Challenges — “Fragmented” Maturity
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Challenges — “Implemented” Maturity
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Challenges — “Embedded” Maturity

]

Risk, Assurance and Compliance is Prdé’és_' Centric’

Building risk management and compliance activities into existing }Bi@ines S
processes and technology A

\
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Challenges — “Enhanced” Maturity

}

[ \ Y )
Risk, Assurance and Complianceiis Culture=Centric

Part of how business is done and is inherently part of

\
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Polling Question #5

What are the barriers to implementing a global risk management approach that
has the right level of maturity? (select all that apply)

Managing risk and internal control are perceived as administrative
It doesn't suit our corporate culture

We rely on good continuity planning when we are exposed

Our managers don't have capacity (time and money)

It is too complicated

None of the above are significant barriers

Unsure/don’t know
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Success Factors to Implementing a Three Lines of Defense
Model

What change(s) would you like to make to your Risk Management and Internal Control organization?
70%

60%

60%
51% e
(1]
50% 46% 46%
42%
40%
30%
20%
10%
O% T T T T

Raising awareness Integration with the Better coordination Monitoring of action Integration in the Improvement in the Implementation of Improvement in the

of the performance of stakeholders plans and management of qualify of IT systems quality and
responsibilities of management involved in feedbacks major projects information that is - dedicated to Risk accurracy of
each stakeholder system Governance Risk available Management and reporting
Management and Internal Control
Compliance
activities

Source: “Extract from Mastering Risk — An International Survey by Crowe Horwath”
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Success Factors to Implementing a Three Lines of Defense
Model (cont’d)

Which differentiating factors have you implemented in order to ensure effective operations of Risk
Management activities?

45%
40% 40%
40% -
35%
35% -
30% -
25% -
21%
20% -
15% -
° 11%
10% -
5% -
0% - T T T T
Allocation of monitoring A risk dashboard Formal responsibility for taking Taking account of overall Risk Demonstrating a Return On
individual risks to members of account of risks in decisions  Management in individual Investment generated by
the executive committee making performance measures of the - overall Risk Management

operational management approach

Source: “Extract from Mastering Risk — An International Survey by Crowe Horwath”
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Conclusion

Managing Risk in a Global Company:

Global trends impact all large companies. Responding to them
requires a global approach.

Companies are breaking down internal silos to manage their risks
globally and efficiently.

Integrated “assurance” functions, reporting, and monitoring are part
of the solution.

Risk assessments need to be as smart as possible.

Culture and leadership are key to “embedding.”

Business continuity planning is becoming increasingly important.
... Itis not possible without good information technology.
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Questions?
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For more information, contact:

Jonathan Burnett
Direct +33 1 53 53 03 92
jonathan.burnett@crowehorwathqgrc.com

Jim Barbour
Direct 416.963.7118
Jim.Barbour@crowehorwathgrc.com

Crowe Horwath LLP is an independent member of Crowe Horwath International, a Swiss verein. Each member firm of Crowe Horwath International is a separate
and independent legal entity. Crowe Horwath LLP and its affiliates are not responsible or liable for any acts or omissions of Crowe Horwath International or any
other member of Crowe Horwath International and specifically disclaim any and all responsibility or liability for acts or omissions of Crowe Horwath International or
any other Crowe Horwath International member. Accountancy services in Kansas and North Carolina are rendered by Crowe Chizek LLP, which is not a member
of Crowe Horwath International. © 2015 Crowe Horwath LLP
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