
Protect Your Bank – and 
Your Customers – From 
Disaster-Relief Fraud 
In 2017, the world experienced devastating natural disasters, including 
hurricanes Harvey, Maria, and Irma, a massive earthquake in Mexico, 
monsoon flooding in Southeast Asia, and wildfires in Southern 
California. In the aftermath, new threats are emerging as fraudulent 
actors try to profit unscrupulously from victims and donors. 

Benefits Fraud
With benefits fraud, bad actors use stolen personal information to receive disaster-relief benefits. 

Red Flags for Banks:4 

•	 Deposits of multiple emergency assistance checks or funds 
transfers into the same account, or cashing multiple checks

•	 Deposits of emergency assistance checks into an account 
of a retail business when the payee is an individual 

•	 Use of emergency assistance checks to open accounts 
in names different from those on the checks 

Precautions Banks Should Take:

•	 Be aware of affected areas, and take special precautions 
to monitor account activity in these areas

•	 Plan ahead how the bank will handle identity verification for disaster 
victims who may have lost traditional, formal documents in the disaster

•	 Prepare a strategy for reissuing lost or inaccessible debit cards

•	 Consider reducing daily withdrawal limits, but remain flexible 
as there may be legitimate needs for large amounts of cash

Charities Fraud
In September 2017, shortly after Irma was upgraded to hurricane status, more than 743 domain names were set up containing the name “Irma,” 
including some fake charities that could steal either donated funds or personal information to be used in identity fraud schemes.5 

Red Flags for Banks: 

•	 Website or charity name is similar to actual charity, 
but not exactly the same, such as the site name 
ending in “.net” or “.com” instead of “.org”

•	 Requested use of money transfer services or 
crowdfunding platforms for charitable contributions

•	 Lack of supporting documentation for tax exempt status

Precautions Banks Should Take:

•	 Regularly monitor higher risk organizations, such as not-for-profits 

•	 Vet charity organizations on independent charity evaluator sites

•	 Carefully review organizational naming conventions 
when opening new accounts

•	 Warn customers to watch for bogus charities 
that appear to be legitimate 

16
Number of billion-dollar weather and  
climate disasters that occurred 
in the United States in 20171 

70,000
Complaints received by the National Center 
for Disaster Fraud (NCDF) since Hurricane 
Katrina in 20052

400+
Fraud complaints received by the 
NCDF within the first month following 
hurricanes Harvey and Irma3

Banks
Banks can play an important role in thwarting 
disaster fraud schemes. Prepare your disaster 
fraud mitigation strategy today before the  
next disaster strikes. 

Choose Experience
When you choose Crowe, you can count on receiving practical 
solutions based on our professionals’ many years of experience 
working with more than 1,800 financial services clients worldwide. 
Crowe financial services specialists have extensive experience in 
assisting clients with developing sustainable antifraud programs. Our 
fraud detection and prevention, regulatory compliance, governance, 
and technology risk professionals can deliver results quickly and in 
conformance with industry best practices.
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