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Cyber risk: Getting 
the balance right
A practical approach to 
making risk based decisions

An article by Justin Baxter, Justin Elks and Darko Popovic 
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Changes in Information Technology 
provide a transformational opportunity 
for businesses to be more competitive 
and efficient - to better meet the needs 
of customers in an ever evolving world...
The growth in FinTech means that all Financial Services organisations are considering how 
their business strategy should respond to these transformational developments, and what 
they mean for their operations, including legacy information systems and infrastructure.

At the same time, ongoing global attacks have many companies scrambling to patch 
servers, finish firewall implementations or ensure they are correctly configured, and 
wondering if they will be next.

These cyber threats are the flip-side of the interconnected nature of modern business – 
yet we often find that businesses can struggle to have a strategic, joined up dialogue 
that balances technical threats and strategic business objectives.

Taking a strategic, longer term approach to cyber risk management should result in a 
business being increasingly able to leverage opportunities with technology, confident that 
it is aware of the shifts and changes in risk profile, and managing the associated risks 
effectively. This is important in an environment where Approved Persons are increasingly 
being asked to attest to the effectiveness of cyber risk management.

In reality, however, we frequently find that dialogue in respect of opportunity and risk 
relating to technology is disconnected – for example, despite their clear interdependency, 
we often see competition for funding between FinTech and security initiatives. 

Further, Boards can struggle to obtain the information and insight that they need to help 
them to be confident in the effective management of cyber risk.

Questions we repeatedly hear from senior management include:

�  What are the cyber threats and opportunities we face in our strategy?

�  How secure or vulnerable are we?

�  How prepared are we to respond to an incident?

�  What is the right amount to invest in enhancing security for our organisation? 

� To what extent should security constrain our business decisions?

�  What is the security of our trusted 3rd parties like?

�  What could the reputational damage be and how would we manage this?
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Securing data and systems can involve advanced tools and technical controls, 
but it does not start there.

Of primary importance is a clear understanding of the part that technology and 
information security plays in achieving the strategy of a business, and the relative 
importance of the elements that comprise the information security landscape. 

Organisations also need a positive “cyber aware” culture that encourages ownership and 
management of information security. 

Underpinning strategy and culture is the foundation of a security governance framework. 
This framework will consist of the policies and standards that have been defined by the 
organisation with reference to the strategy and cyber culture. This governance should 
continually evolve as the risk profile of the organisation changes. The firm’s cyber risk 
management process should influence any adjustments to governance.

For an organisation to seize the opportunities of leveraging technology, it must strike the 
right balance between risk reduction, cost, and enabling the freedom to innovate. This 
balance needs to reflect the nature of the organisation; as technology becomes increasingly 
critical we are seeing firms implementing a more pragmatic, proportionate approach that is 
focused on the most material areas of cyber risk and reflects the changing nature of the 
cyber threat and technological opportunity.

Real World Scenario: 
Balancing Opportunities and Threats Post M&A
Strategic opportunity:

After a merger of two competing companies, an opportunity has arisen to 
streamline operations and cut costs, entailing connecting legacy systems 
and bolting on newer, up to date technologies.

Cyber threat:

While directing their energy to achieving value from the merger, management 
need to consider the risk trade off. Older legacy systems could have security 
weaknesses, connecting vital systems and databases to them may provide a 
back door into sensitive customer information which could be stolen and sold 
to the highest bidder.

Cyber Security Risk Management

Our approach considers Cyber Risk management pragmatically in 4 steps:

 1   Define cyber risk: Define what Cyber Risk means for the business, including
what key information assets are. Decide what falls within the scope of Cyber 
Risk, and the level of detail needed to add value to decision making;

 2   Set a cyber risk appetite: Describe the preference relative to each risk and
opportunity, the level of action needed, and the acceptable level of impact;

 3   Assess cyber risk exposure: assess the risk exposure, based on the
effectiveness of current controls, against risk appetite; and

 4    Take the right action: Decide which priority actions are needed to manage
risk and build resilience.

The following pages work through this approach in more detail.

Our Cyber Security Risk Management Approach
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Defining what cyber risk means for your business 
strategy, and ensuring the links between cause, 
effect and business impact are considered, helps 
to create a joined up dialogue between the Board 
and the wider business.

1. Define Cyber Risk
The key causes of a lack of a strategic approach to managing cyber risk is the information being 
provided to the Board, and of the dialogue between the Board and the business. Board concern 
in respect of cyber risk tends to focus on the ultimate impact on the business, whereas often 
technologists are more concerned about the cause of an event, and the technical remediation. 

This can result in key messages being “lost in translation”. Boards can become alarmed, but 
don’t feel equipped with the information and insight they would need to fully understand the 
impact of cyber risks, which would enable them to take a view on business decisions around 
risk, cost and value. When defining cyber risk, the links between cause, effect and business 
impact need to be considered, to enable a full understanding of the risk - as set out in the 
graphic below. In our experience risk management and the CRO can play a key role in 
helping to bridge gaps in understanding.

Increasingly firms are seeing the information they hold as an asset which needs to be both used 
to generate value and protected from harm. Each organisation can get value from understanding 
which assets it holds and which information assets are critical to supporting essential business 
processes. Organisations are starting to consider the balance of risk and control given the 
different benefits and threats relating to their information assets. Such information assets may 
include personally identifiable information related to employees or customers, financial data, 
sensitive data - or intellectual property that is vital for the business to compete.

While cyber risk tends to form part of the wider operational risk category, we are seeing 
more firms considering how cyber risk fits across its risk taxonomy, understanding the cause 
and effect relationships and the impacts that they have. We see some firms considering 
cyber risk as a distinct category within operational risk.
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Setting a cyber risk appetite helps to focus the 
business on the attitudes and actions required in 
respect of cyber risk to meet Board expectations.

2. Set a Cyber Risk Appetite
A company prefers to take on certain types of risk from which it reaps commercial benefit, 
while other risks arise as a consequence of being in business. This is articulated by 
developing a Risk Strategy which aligns to and supports the business strategy including 
assigning a preference to elements of cyber risk.

Risk Preferences can be applied to each of the risks that underpin the overall cyber risk exposure. 

The company should:

1.  Describe their attitude towards different risks and the extent to which they support
the strategic decisions of the business

2.  Understand what level of action is needed for each type of risk.

We are increasingly seeing firms shifting focus from attitude to action in respect of 
cyber risk.

For example, a firm may be extremely risk averse to the loss of customers’ medical 
information (attitude).

As a result, it will actively seek to minimise the risk, maintaining an expert understanding of 
threats, proactively taking actions to manage the risk of harm where incidents occur (action).

Once risk preferences have been established, we recommend that firms use them to 
consider their appetite across areas of impact (such as profit, reputation and capital) to 
establish the level of risk they are prepared to bear. 

Translating preferences into impact then assists firms in setting more granular risk limits 
to measure and monitor actual exposures, and considering the effectiveness of cyber 
resilience and response plans. As part of this process, it is often helpful to consider a range 
of cyber scenarios, to tease out the nature and level of impact that is acceptable and not 
acceptable given the organisation’s strategy.
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A mature cybersecurity programme will have controls and processes in place to reduce the 
likelihood of a cause, respond to the effects, which will minimise the business impact.

Business Operations

The breakdown or failure of 
People, Process or Technology 
Control or an adverse external 
event. E.g.

�   Ineffective data backups
�  Poor data life-cycle 

management
�  Poor network architecture
�  Poor information access 

management

E.g.
�   Loss of information
�  Loss of data integrity
�  System down time
�  Unauthorised access
� Loss of performance

E.g.
� Customer harm
� Revenue loss
� Loss of market share
� Loss of reputation
� Regulatory fines
�  Cost of incident control 

and ongoing management
� Distracted employees
� Business disruption

Risk Management Board Concerns

Cause Effect Business Impact
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Ongoing, regular assessment against cyber risk 
appetite gives confidence and/or drives improvement 
in a rapidly changing cyber environment.

Combining the lens of risk appetite with a view 
of remediation effort can result in cost effective 
mitigation of cyber risk.

3. Assess Cyber Risk Exposure
Having set risk appetite, a cyber security assessment can evaluate the existence and 
effectiveness of cyber security controls, and assess potential exposures to company assets, 
data and infrastructure against that cyber risk appetite.

Crowe uses its proprietary Cyber Security Framework to perform cyber maturity 
assessments for businesses across all sectors. The diagram below sets out this framework, 
with an example of rated cybersecurity domains for a company. The colours indicate the control 
gaps and resilience within each domain relative to risk appetite in a high-level summary that 
is easy to understand and engage with. Such a high level summary is supplemented with a 
more detailed report which considers the risks, costs and benefits of remediation activities, 
in order for the business to implement controls which match the organisation’s risk appetite.

We increasingly find that the pace of internal and external change in respect of cyber 
risk is leading firms in financial services to regularly assess their cyber maturity against 
appetite in order to give them confidence in their management of cyber risk or to identify 
areas for further enhancement. 

For the example in the diagram below, the work this company is doing within their GDPR 
project has highlighted data protection and third party management as areas of concern, 
given their risk appetite and business strategy. These findings will drive the focus in 
developing remediation activities to improve and reduce this exposure to levels which are 
within the organisation’s risk appetite.
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4. Take the Right Action
Having considered risk exposures against the risk appetite, a firm can decide how each 
risk should be treated. If the assessment identified exposures that are above the risk 
preference, or controls that aren’t effective in managing the risk to within appetite, the 
business can then focus on defining a remediation plan that aligns with appetite – focusing 
on those areas that are most material, and avoiding a lengthy mitigation plan which is 
subject to continuous deferral and re-prioritisation.

Our experience is that at this stage, it is also useful to consider the extent of the remediation 
effort against the size of the risk, to identify “quick wins” and to mobilise activity.

Our experience has typically been that, as shown in the example below, we find a number 
of above appetite risks where action can yield great results with relatively low effort. 

It is often the case that the most effective actions do not require changes to technology, 
but are those that motivate and enable the people in a business to manage cyber risk 
more effectively, and improve the effectiveness of its cyber risk culture.

The consideration of cyber scenarios and their impacts as part of the setting of appetite can 
also enable businesses to pre-plan the actions and responses they would take if a significant 
cyber event were to occur. This planning is likely to require teams such as Media Relations, 
IT and Risk to coordinate efforts – but has proved valuable in mobilising cross-functional 
expertise to confidently manage cyber risk events, and successfully mitigate the financial 
and reputational impacts that can arise.
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In summary

With the opportunities in FinTech come a number of cyber challenges that must be managed 
effectively. Our experience has shown that managing strategic decisions around cyber risk 
requires a well considered, joined up dialogue. 

We have found that evolving and integrating firms’ Enterprise Risk Management and cyber 
security tools in a practical and pragmatic manner can improve the management of cyber risk. 

 The Board is then able to

�  Gain confidence that its appetite for the risk is appropriate, or identify areas where 
it needs to consider a change in appetite 

�  Gain confidence that risks are being managed in line with appetite, or identify 
areas where further remediation is required

�  Assess the cost vs benefit of remediation activity, relative to risk appetite, whilst 
supporting decision making on an ongoing basis when cyber risks are involved.

In our experience, the Crowe Cyber Security Risk Management approach brings 
risk and decision making around cyber more closely together. This results in 
a more engaging, meaningful and strategic board dialogue on cyber risk. 

Furthermore management can be confident that it is aware of the shifts and 
changes in the risk profile, and is managing the associated risks effectively. 

With management support and a pragmatic and sustainable process, a strategic 
approach to cyber risk should result in an increased ability for the business 
to increase its confidence in leveraging opportunities with technology.

This approach enables organisations 
to get the balance right in their decision 
making and actions relating to technology 
opportunities and cyber risks.

Smart decisions. Lasting value.™



About Us
Crowe is a consulting, audit and technology firm with 
offices across the globe and over 33,000 professionals. 
Connecting deep industry and specialist knowledge with 
innovative technology, our dedicated professionals create 
value for our clients with integrity and objectivity.

Our UK office helps financial services clients make pragmatic, 
practical, proportionate improvements to how their 
businesses work. We combine our skills and capabilities to 
assist firms in technology risk, risk appetite, loss coverage 
and continuous improvement of their cyber risk management.
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