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Housekeeping

• All phones will be automatically muted upon entering the meeting. Please also place your 
phone on mute if that feature is available to you

• WebEx technical support can be reached at 800.508.8758

• Please submit questions through the Q&A function on your screen. Questions will be 
addressed at the end of the presentation

• To download the presentation, click File > Save As > Document, and select PDF as the file 
type
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Housekeeping

• Today’s session is recommended for 1.5 hours of CPE credit in Specialized Knowledge

• CPE Credit

o Login individually to the WebEx session for at least 125 minutes.

o Successfully complete 5 of 6 polling questions

• NO CPE Credit

o Join only the conference call

o Fail to successfully complete 5 of 6 polling questions

o Viewing a recording of this session (CPE is only awarded for live sessions)
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Housekeeping

• Upon completion of this program you will receive: 

o Evaluations

o CPE Certificate of Completion 

• E-mailed within 3 weeks of upon successful passing of this program
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The information provided herein is educational in nature and is based on authorities that are 
subject to change. 
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Welcome and Thank You!!
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Cybersecurity
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What is Cybersecurity?

• NIST – “The ability to protect or defend the use of cyberspace from cyber-attacks “

• “The Triad of Security – CIA of “CRITICAL DATA”
• Confidentiality
• Integrity
• Availability

• Who does it impact?
• Anyone, individual or organization, connected to 

the Internet

• Defense requires 3 types of controls:
• People
• Process
• Technology

Richard Kissel, Ed., Glossary of Key Information Security Terms, NIST, US Dep’t 
Com., http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf. 
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Cybersecurity Trends

• Who is attacking me?

~ 80% of all breaches are due to 
external actors

~ 20% from insider actors

• Why?

~ 80% for financial gain

~ 15% espionage

~ 5% all others –
(ideological, grudge, fun)

Source: Verizon 2016 Data Breach Investigations Report (DBIR), http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/ 
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How do breaches happen?

Initial 
Point of Entry

Pivot and 
Escalate

Fortify and 
Access Data Data Exfiltration

Initial Point of Entry
The point of entry represents how the attacker obtains initial access. Examples include 
social engineering, unpatched internet-accessible systems, or weak passwords on 
externally accessible systems. In a 2015 Mandiant case study, the initial point of entry 
was achieved by logging into an externally accessible virtual system.

Fortify Access and Access Data
As the attacker pivots around the network, they continue to attempt to escalate their 
authority until they have the necessary access. They will typically fortify their access by 
installing malware or backdoors to maintain access. In the Mandiant case study, the 
administrator credentials the attacker obtained also had authority to the cardholder 
network, where they installed a card harvesting malware to capture credit card data.  

Pivot Point
The initial access typically does not provide the information the attacker is looking for. 
They will take advantage of the initial access to try to increase authority on the network. 
This could occur through shared passwords, unpatched systems, or excessive 
privileges. In the Mandiant case study, the attackers took advantage of misconfigured 
devices and shared passwords to eventually obtain domain administrator authority. 

Data Exfiltration
Once the attacker has data, they need to get it out of the network. This can be 
completed through email or FTP. In the Mandiant case study, the malware wrote the 
cards to a temp file on the database, which was copied to a server, then to a 
workstation that had internet access, where it was sent via FTP to the attacker. 

Source: “M-Trends 2015: A View From the Front Lines,” Mandiant, 2015, https://www2.fireeye.com/WEB-2015RPTM-Trends.html

https://www2.fireeye.com/WEB-2015RPTM-Trends.html
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Polling Question #1

If your organization was hacked/breached, would you know it?
A) Yes, we would definitely know it
B) We would mostly likely identify it
C) If it was a non-sophisticated attack we would be able to recognize it
D) I have no idea!
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#1 Top Foundation Threat – Ransomware

• Threats:
• Lost data
• Business interruption
• Financial loss

• Threat Responses:
• Vulnerability management
• Content filters and malware 

protection
• Security awareness training
• System hardening
• Data backups
• Business continuity and 

disaster recovery plans
• Cybersecurity insurance
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#2 Top Foundation Threat – Business Email Compromise

• Threats:
• Financial loss

• Threat Responses:
• Email Filtering
• Limit Social Media
• Security awareness training
• Incident Response Pans
• Cybersecurity insurance

The 3.1 Billion Dollar Scam
14,032 U.S. Victims

https://www.ic3.gov/media/2016/160614.aspx

This image cannot currently be displayed.
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#3 Top Foundation Threat – Hacking

• Threats:
• Lost data
• Business interruption
• Reputational loss

• Threat Responses:
• Vulnerability management
• Content filters and malware protection
• Vendor Management
• System hardening / encryption
• Data backups
• Strong Passwords and Multifactor Authentication
• Business continuity and disaster recovery plans
• Cybersecurity insurance
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Polling Question #2

How well do you feel you have minimized your Cybersecurity risk?
A) We have a very mature cybersecurity program
B) We have the basics in place, but room for improvement
C) We are at more risk then I feel comfortable with
D) I don’t have the data to be able to respond
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Assess Cybersecurity Risk

1. Identify Critical Systems and Data – Start with the Business, not IT
2. Map Data Stores and Flow – “Follow the Data”
3. Perform Controls Analysis – People, Process and Technology
4. Rate Maturity of Controls
5. Prioritize Actions and Create Remediation Strategy
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Simulate a Hack!
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Board Communication – Know your Risk Tolerance
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Key Cybersecurity Risk Takeaways

•Everybody is a target
•Know what is important to you 
•Know where your data lives
•Assess and mitigate to a reasonable level
•Test your controls
•Be prepared to respond to a breach
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Domestic and International Grant Due 
Diligence
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Overview of topics

• Why are proper grant-making procedures important?
• Who is the grantee?
• Grants to individuals
• Grants to domestic charitable organizations
• Grants to government entities
• Grants to non-501(c)(3) organizations
• Program-related investments
• What if something goes wrong with a grant?
• 6 grant-making “best practices” 
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Polling Question #3

What statement best describes your current grant-making practices?
A) Our grant-making program is somewhat limited, in that we primarily make grants to 
public charities
B) We have a moderate to complex grant-making program, but we know the rules
C) We have a moderate to complex grant-making program, but we sometimes need 
assistance understanding the rules
D) We want to engage in more complex grant-making and are learning how to do so 
E) None of the above
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Why are proper grant-making procedures important?

• Avoidance of excise taxes:
• Section 4945 provides a list of various kinds of grant-making or other expenditures that can subject a 

private foundation and its manager to penalty for making taxable expenditures
• Grants to non-charities or certain supporting organizations without exercising expenditure responsibility
• Grants for non-charitable purposes

• Section 4942 imposes a minimum payout requirement for private foundations, approximately equal to 
5% of the net investment (non-charitable) assets.  The first tier tax is 30% of the undistributed amount, 
and the second tier tax is 100% of undistributed amount
• Private foundations must know which grants will be treated as qualifying distributions for purposes of the minimum 

payout requirement
• Section 4941 prohibits all acts of self-dealing, which are generally defined as financial transactions 

between the foundation and disqualified persons (including substantial contributors, board members 
and their families) 
• Transferring foundation income or assets to, or for the use or benefit of, a disqualified person
• Certain agreements to make payments of money or property to government officials 



© 2017 Crowe Horwath LLP 2626

Why are grant-making procedures important?
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Who is the grantee?

• Examples of qualifying distributions include:
• Distributions to certain individuals incurred to directly accomplish a charitable purposes, such as 

awarding scholarships to students 
• Distributions to domestic charitable organizations (section 501(c)(3) public charities)
• Distributions to foreign charitable organizations, provided that the private foundation makes a good faith 

determination that the foreign donee is the equivalent of a public charity or private operating foundation
• Distributions to government municipalities or agencies, where the funds are used for an exclusively 

public purpose
• Distributions to other non-operating private foundations and to other public charities controlled by the 

donor private foundation (or disqualified persons) under limited circumstances
• Distributions to taxable corporations – if they are accomplishing charitable purposes (and if expenditure 

responsibility is exercised)
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Grants – General Overview 

Grants to 
Individuals

Grants to Certain Public
Charities or 

Governmental Units 
(for Public Purposes)

Grants to All 
Others

Pre-approval of grant-making process 
(before the grant)

Yes No No

Expenditure responsibility 
(after the grant)

No No Yes
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Grants to individuals

• Grants to individuals for travel, study, or other similar purposes are taxable expenditures, 
unless the following conditions are met:
• The grant is awarded on an objective and nondiscriminatory basis – under a procedure approved in 

advance by the IRS
• Advance IRS approval – Form 1023 or Form 8940 

• Selection process
• Terms and conditions under which grants are made
• Procedure for exercising supervision over grants
• Procedures for review of grantee reports, for investigation where diversion of grant funds from their proper purposes is 

indicated, and for recovery of diverted grant funds
• Selection of the individual should accomplish a charitable purposes rather than benefit a particular 

person or class – objective and nondiscriminatory basis
• Prior academic performance
• Aptitude tests
• Recommendations
• Financial need
• Selection committee interview 

• Hardship grants
• IRS Publication 3833, Disaster Relief:  Providing Assistance Through Charitable Organizations

• Achievement awards
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Grants to domestic charitable organizations

• Publicly supported charities – organizations classified under section 509(a)(1) or 509(a)(2)
• Grantee charity must not be controlled by the grantor foundation or disqualified persons
• Grants are qualifying distributions and not taxable expenditures 
• Must not be earmarked for non-qualifying purposes (such as relieve the financial obligations of a 

disqualified person, influencing legislation or the outcome of a specific public election, etc.)
• Supporting organizations

• Types of supporting organizations – Type I, Type II, Type III (functionally-integrated and non-
functionally-integrated)

• Grants to Type III non-functionally-integrated supporting organizations require the foundation to exercise 
expenditure responsibility

• PLR 201642001 (10/14/2016) – PF’s proposed grant to a supporting organization for the supporting 
organization to construct and operate a performing arts center on land supporting organization will 
purchase using other funds from a disqualified person with respect to the PF will not constitute an act of 
self-dealing under Section 4941 
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Grants to domestic charitable organizations

• Private operating foundations
• Grants constitute qualifying distributions unless the private operating foundation is a controlled 

organization
• PLR 201652004 (12/23/2016) - Grants by PF to POF to construct a community cultural center approved 

by IRS
• Not self-dealing because grantor and grantee are both 501(c)(3) organizations; “disqualified person” does not include 

organizations exempt under section 501(c)(3)
• Qualifying distributions – grantee is not controlled by grantor because only 2 of 11 directors of grantee are also 

directors of grantor
• Not taxable expenditures – grants are made to an exempt operating foundation and will help promote exempt purposes

• Private foundations
• Grantor foundation must ensure that grantee foundation redistributes the grant funds by the end of the 

grantee foundation’s taxable year after the year in which the grant was received
• Grantor foundation must also satisfy its own minimum distribution requirement 
• Requires expenditure responsibility 
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Polling Question #4

How large is your foundation in terms of asset size?  
A) Under $25,000,000
B) $25,000,000 - $100,000,000  
C)  $100,000,000 to $500,000,000 
D) $500,000,000 to $1,000,000,000 
E) Over $1,000,000,000
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Grants to government entities

• Grants to domestic governmental units are treated as grants to public charities
• Federal government, District of Columbia, state governments, possessions of the US and their 

political subdivisions
• Sovereign powers—right to tax, right to eminent domain, police power 
• Qualifying distribution; not a taxable expenditure

• Grants to foreign governments 
• Must be made exclusively for charitable purposes to constitute a qualifying distribution and avoid 

taxable expenditure treatment
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Grants to non-501(c)(3) organizations 

• Grants to domestic organizations
• Must be made for charitable purposes
• Must not be controlled by private foundation or disqualified persons
• Must exercise expenditure responsibility
• Maintain in separate, segregated account

• Example—grant to taxable corporation to build a playground in a low-income neighborhood 
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Grants to non-501(c)(3) organizations 

• Grants to international organizations (assuming they have not applied for / been recognized 
as exempt under section 501(c)(3))
• Equivalency determination

• Final Regulations dated October 19, 2015
• Grantee’s affidavit or an opinion of counsel (pre-2012)
• Grantee’s affidavit or written advice from a qualified tax practitioner (2012 Proposed Regulations)
• Current written advice received from a qualified tax practitioner (2015 Final Regulations)

• Broadens the class of advisors on whose written advice a private foundation may rely for equivalency determinations 
• “Qualified tax practitioner” now includes attorney, CPA, enrolled agent 
• Foreign counsel – foundation may rely on written advice that relies on advice or assistance from foreign counsel as to 

questions of foreign law or other matters within the counsel’s expertise
• Grantee affidavit is not included, but information in grantee affidavit may be used in making a good faith determination

• Grantee affidavit can no longer be “standalone” basis for determination  
• Revenue Procedure 92-94 to be updated 

• Expenditure responsibility
• Pre-grant inquiry
• Written agreement
• Written status reports
• Annual information return reporting
• Maintain in separate, segregated account
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Grants to non-501(c)(3) organizations 

• Anti-Terrorism Measures
• Executive Order 13224 – Blocking Property and 

Prohibiting Transactions With Persons Who Commit, 
Threaten to Commit, or Support Terrorism
• Signed by President George W. Bush on September 23, 

2001
• USA Patriot Act – Uniting and Strengthening America by 

Providing Appropriate Tools Required to Intercept and 
Obstruct Terrorism 

• U.S. Department of the Treasury Anti-Terrorist 
Financing Guidelines:  Voluntary Best Practices for 
U.S.-Based Charities (released 2002; revised 2006)
• Office of Foreign Assets Control (OFAC)

• See excerpt from OFAC’s Specially Designated 
Nationals List (SDN)
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Polling Question #5

Does your foundation engage in grant-making abroad?  
A) Yes—and we are comfortable with the rules
B) Yes—but we would like to learn more about the rules 
C)  No—and we do not intend to do so 
D)  No—but we would like to do so
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Program-related investments 

• PRI’s significantly further a private foundation’s exempt activities
• No significant purpose can be the production of income or the appreciation of property
• Treated as qualifying distributions; do not constitute taxable expenditure
• Final Regulations – April 25, 2016 (Proposed April 19, 2012)
• Added 9 new PRI examples to the list of 10 examples
• Existing guidance was criticized as not being reflective of modern foundation operations
• New examples expand the types of programmatic investment activities in which private 

foundations can comfortably engage
• Statement of principles

• Activity conducted in foreign country can further exempt purpose
• Not limited to situations involving economically disadvantaged individuals in deteriorated urban areas
• Recipients need not be within a charitable class – can be instruments for furthering exempt purpose
• Potentially high rate of return does not automatically prevent qualification
• Can be achieved through a variety of investments
• Credit enhancement arrangement can qualify
• Acceptance of equity position in conjunction with loan does not necessarily preclude qualification
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What if something goes wrong with a grant?

EXAMPLES:
• Diversion of grant funds 
• Grantee fails to make reports
• Grantor does not follow expenditure responsibility requirements 



© 2017 Crowe Horwath LLP 4040

6 grant-making “best practices” 

1. Determine who is a disqualified person
2. Determine the public charity status of recipient organizations 
3. For international grants, check the Specially Designated Nationals and Blocked Persons 

(SDNs) database maintained by the Office of Foreign Assets Control (OFAC), and the 
Terrorist Exclusion List maintained by the Department of State

4. For international grants, use the OFAC “Risk Matrix for the Charitable Sector” to 
determine the proper level of due diligence - https://www.treasury.gov/resource-
center/sanctions/Documents/charity_risk_matrix.pdf

5. For grants for which expenditure responsibility is exercised, make sure that proper 
internal documentation is maintained in the event of an IRS audit

6. Regularly review grant letters and grant agreements – keep them current!

https://www.treasury.gov/resource-center/sanctions/Documents/charity_risk_matrix.pdf


© 2017 Crowe Horwath LLP 4141

Polling Question #6

What topics would you like to hear about on future private foundation webinars 
(may check more than one)?  

A) Program-related investments
B) Internal audit of grant-making practices 
C)  Compensation matters 
D) Self-dealing – review of rules and discussion of examples 
E) Alternative investment reporting update 
F) Tax reporting complexities for private foundations 
G) Excise tax on net investment income 
H) Other 
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New Administration Impact on Private Foundations

Death Tax
• The Trump Plan will repeal the death tax, but 

capital gains held until death and valued over 
$10 million will be subject to tax

• This was a threshold designed to protect small 
businesses and family farms

• To prevent abuse, contributions of appreciated 
assets into a private charity established by the 
decedent or the decedent’s relatives will be 
disallowed
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Question and Answer
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Thank you

http://www.crowehorwath.com/about/legal/
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Hello.

2016 C-TRAC Suite
Including the C-TRAC 990/990-PF Software, the Alternative 
Investment Module, the State Module and more…

© 2016 Crowe Horwath LLP
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C-TRAC® - The Only IRS-Approved Software Developed by 
Tax Exempt Specialists for the Tax Exempt Community
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Form 990 – With & Without C-TRAC
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C-TRAC 990-PF Module
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Conflicts of Interest Questionnaires

• Rollover Options with Access to Prior Year Responses 
• Customization Capabilities 
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Net Investment Income True-Up
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Import/Export Capabilities

• Template Files
• No character limitations



© 2017 Crowe Horwath LLP 5252

Estimated Tax Payment Calculations

• Calculate estimates and penalties on Form 990-W and Form 2220
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Minimum Distribution Module

• Create multiple scenarios
• Run projection reports
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Minimum Distribution Module - Reports
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Alternative Investment Module
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Web-Based Data Repository
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Automates Requests to Investment Managers
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View High-Level or Drill-Down to Detailed Information
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Aggregates Federal, State & International Requirements
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Automatically Populates Required International Disclosures
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Reports
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C-TRAC State Module
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State Collection of Data – Apportionment or Allocation
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State Apportionment Output
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Manage State Modifications, Apportionment Factors and 
Allocations
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Data Automatically Flows to State Forms
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Benefits

• Provides a disciplined approach to compliance & communications

• Web-based; User-friendly

• Accommodates an unlimited number of users

• Puts the organization in control

• Access to real-time data
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Thank you

http://www.crowehorwath.com/about/legal/
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